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SHIPTON BELLINGER PRIMARY SCHOOL
ONLINE SAFETY POLICY
AUTUMN 2025

\n”ml is H'lis Policg?

Online sageky is an inkegral part of safequarding and requires  whole school, cross-curricular approach and collaborakion
behween key school leads. Accordingly, this policy is wriblen in line with Keeping Children Sage in Education’ 2025 (KCSIE),
Teaching Online Sagehy in Schools' 2019, skakukory RSHE quidance 2019 and okher skatukary dacuments. Tt complements exishing
subjecks including Computing and Health, Relakionships and Sex Education; i is designed ko sit alongside our schools stakutory
Child Prokeckion and Sogequarding Policy, Any issues and cancerns with online sagehy must follow bhe schools sapequarding

o,nd child Protechon Procedures. Our Policies can be found on our school website: hHlps://www.shilpbnbe”inger.hanrs.sch.uk/keﬁ-

inpormahon/po[icies.
¥ f

who is it for. when is i,l reviewed?

This policy is a living document, subject o pull annual review buk also amended where necessary during the year in response to
developmenls in the school and local area. We have developed this policy in line with DyE Covid Sagequarding Guidance and in
light of changing needs, potential closure, remole learning and allernalive arrangements al school. Acceplable Use Policies (see
hitps:/ /www.shipfonbellinger hanks sch.uk/key-ingormalion/policies) for digrerent stakeholders are reviewed alongside this
overarching policy. Any changes fo this policy will be immediately disseminated to all stakeholders.

Who is in churge of online safetg?

We hove a nomed on[ine—sajterg leod ar our school. This person is o,lso Hle designo}ed so,feguarding [ead (DSL) and in line with
KCSIE, ‘the designo}ed sa;eguard‘mg lead will take lead responsibilirg for safeguarding and child Prorechon (includ‘mg online

safekg).“ Our named online-saferg lead ot our school is Beverlg Seed.
mml' are H;e main online sofelﬂ risl(s lodaﬂ?

Online-safefg ris|<s are fro,dilfiono,ug calegorised as one of Hw 3 Cs: Conkenk, Con}ack or Conclu,cl' (idenhfied bﬂ Pro;essor Tanga
Bﬂron's 2008 repor|: "Safer children in o digﬂral world"). These three areas remain a helpful way to understand the risks and
Pofenhal school response, wheHmer Lechnological or educahonaL Theg do nol slqnd in isolahon, however, cmd iL is imporlant ro

undersrand H‘te interplag berween all leee.

Manﬂ of Hnese new ris|<s are menhoned in KCSIE, eg. exkra—familio,l harms w|'1ere children are o,t ris|< of o,bu,se or explcilahon

1


https://www.shiptonbellinger.hants.sch.uk/key-information/policies
https://www.shiptonbellinger.hants.sch.uk/key-information/policies

fo mulhp[e harms in sikuahons oulside H‘»eir fo,milies including sexual exploi}ohon, criminal exPloifo,Hon, serious Hou,Hm viclence,

upskirhng and shckﬂ clesign.

In POS[’ and Potenhal J?U,}UI‘G remole leorning ond lOdeOWﬂS, H‘tere is a greoter ris|< JfOl‘ grooming and exploi}ohon (CSE, CCE

and radicalisation) as children spencl more kime o} home and on devices.

How will this Policg be communicaled?

This Policg can cn[g impo,ct upon Pro,chce if iE isa (regularlﬂ uPdoted) living documenf, occessible lo aH stakeholders,

commumcoked in H‘»e foucwing ways:

o Posted on Hne schoo[ website ak hH'ps://www.shi'pbnbeuinger.hants.sch.ul(/l(eg—inlpormahon/policies
o Avai[oble on Hme Schoo[ Goog[e Drive in Hw shared dr'we: Po[icies and Documenlfs
o Parl of the school induclion Pock for o,_H new sko,J:f
o Inkegro[ |:o so,feguo,rding updakes o,nd Lroining for o,H s|:o,ff (especio[l3 in September refreshers)
o Clearlg reflecked in the Acceptable Use Policies (AUPs) for s}aff, volunkeers, governors, Pupils ond Paren}s/carers
hHlpsz//www.shilpLonbeHinger.hanls.sch.u|</|<e5-in,pormahon/Policies
o Sho,red wiH1 Hle whole schoo[ communihj o,long wiH1 AUPS, on m Lo Hme school, wiH1 o,nnuo,[ rem'mders of where }o
find them if unchanged, and reissued if updaked aﬁer annual review
o AUPs for Pupi[s shared wiH1 Pupils in each closs
o Reviews of Hlis on[ine—so;el‘g Policg }o inclu,de 'mpu,} from skaff, Pupi[s ond o|:her skakeho[ders, helping |:o ensure
furH‘»er engagement
Overview
Aims
This Po[icH aims to:
o Sek ouk expeckahons for a“ Shiplon Belli,nger PrimarH School communil‘g members' onl‘me behoviour, aHiLudes cmd
acﬁviﬁes ond use of digilal Lechnologﬁ (including when devices are Oﬂiline)
L Help oll stakeholders to recognise that online/digikal behaviour standards (including social media achvikg) musk be upheld
begond the confines of the school 90Les and school do,g, and regardless of device or Plakform
L] Facilitoke Hle safe, responsib[e o,nd respectful use of }echnologﬂ to support }eaching & learning, increase aHainmenk
and prepare children and young People for Hme ris|<s and opporkunihes of kodaH,s and Lomorrowls digikal world, ko survive
and thrive online

Help school slaff worldng wiH1 children lo underskand Hwir roles and responsibilihes ko worl< so,felg and responsiblﬂ
wiH1 kechno[o% and Hw on[ine wor[dz
(@) for Hle Prolechcn and benep[ of H‘»e children cmd young People in Hleir care,

@) for their own Prokechon, minimis‘mg misplaced or malicious allegahons ond o belter understand their own
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skandards o,ncl PrOChCC

O JIOF Hw benept OJI H1e SChOOL supporhng Hw SCI”LOO[ eH”LOS, aims o,nd objechves, and Protechng H‘»e repukahon OJI

er SCI’IOO[ cmd PFOJIGSSiOﬂ

o Estab[ish cleo,r struckures bg which online misdemeanours wi” be }reo,l'ed, o,nd Procedures kO fO”OW where |;here are

ClOUbl?S or concerns (WiH’I reference LO oH‘ter SChOOly PO[iCieS such as Behaviour POlriCH or /\nH-BuHng oncl Aggress‘we

Beho,vicur Policg see hHlps://www.shi‘pbnbeHinger.hans.sch.uk/keg—inlpormahon/policies
Further help and suPPcrl

Tnfernal schaol channels should always be pollowed sirst for reparting and support, as documented in school policy documents,
especially in respanse o incidents, which should be reporbed in line with our Child Prokechion and Sagequarding Policy The DSL
will handle regerrals to local authoriby mulki-agency sapequarding hubs (MASH) and normally the headteacher wil handle
regerrals fo the LA designated officer (LADO). The local aubhoriky, academsy brusk or Hhird-parby support arganisakions you work

WiH’L mOH OllrSO Have OdViSOFS ITO OHIGF 9enero[ supporL

Begond Htis, reporling.lggl.nel hos a [is} of curaked [inl(s Lo exkernal suPPorL and help[ines for bon Pupils and skaff, including Hw
Pro;essiono,ls' Online—SaFehj Helpline from Hme UK So,fer Internet Centre ond Hle NSPCC WhisHeblowing Help[ine, as we” as

hoHines I.'OF hake crime, Lerrorism and fraud H’IOk are availab[e J.'OF POFCI’I'?S, O[Oﬂg WiH’t anonﬂmous SUPPOFIT J.'OF children and Houng

People.

SCOPe

This po[icg aPPlies |:o a” members of |;he Shipl‘on Bellinger PrimarH School communitg (inc[uding keachmg and support s}aJ:f,
SU’PPlH teachers, governors, volu,nkeers, pupils, parenlrs/carers, visifors and communilrg users) who have access to our digilra[

Eechnologg, DGLWOFI(S OI'ICl sgstems, wheH‘»er on-siLe or remotelg, o,nd O,l' ODH Hme, or WhO use Lechnologg in Hwir SCI"lOOl ro[e.

Roles ond Responsbilihes

This school is a communikg and au members have a duk}j Lo behave respeckfuuﬂ on[‘me o,nd OH[‘me, ko use Lechnologg for keaching
o,nd learning and ko prepare for life afler school, cmd ko immediakelg repork any concerns or inappropriake behaviour, Lo Protecf
staff, Pupils, ]:amilies and Hle repu}ohon of Hw school. We [eam LogeHler, ma|<e honest miskakes lfogeHler and supp0r|: each ol?her

ina world Hwk is online o,nd oHline al Hw same |:ime.

Headleacher — Beverlg Seed
Keg responsil)ililies:

° Support so]:eguarcl'mg leads and lechnical staﬂt as Eheg review protechons for Pupils in the home and remole-leorning

Procedures, rules and so,feguards (see coronovirus.lglpl.net/so’peguarding) JfOI" an aclclendum |?0 PO[iCieS and an

infcgruphic overview of safeguarding consideralfions for remole leaching Lechnolo%
L] Foster a cuHure of sa;eguarding where on[ine saJ:eLH is J:uHH inkegro}ed into who[e-school safeguardmg

3


https://www.shiptonbellinger.hants.sch.uk/key-information/policies
https://reporting.lgfl.net/
https://coronavirus.lgfl.net/safeguarding

Oversee Hme achvihes of er designoked sofeguo,rding leo,d o,nd ensure Hlo,k Hle DSL resPonsibilihes listed in H1e sechon
below are being fol[owed and fUHH supporked
Ensure that Policies ond Procedures are fc”owed bH all stoff

Underlake training in ogfline and online sagequarding, in accordance with statutory quidance and relevant Local
Sa;eguarding Partnerships

Ligise with the designated sagequarding lead on all online-sagely issues which might arise and receive reqular updales
on school issues and broader policy and practice information

Take overall responsibility for data management and ingormakion securily ensuring the school's provision follows best
practice in informalion handling; work with the DPO, DSL and governors to ensure a GDPR-compliant framework for
storing data, but helping fo ensure that child protection is always put first and data-protection processes support caregul
and legal sharing of information

Ensure the school implements and makes efgective use of appropriate ICT systems and services including school-sage
rilkering and monitoring, protected email systems and that all technology including cloud systems are implemented
according to child-sagely first principles

Be responsible for ensuring that all stagp receive suitable braining to carry out their sarequarding and online sagely
roles

Understand and make all stags aware of procedures fo be followed in the event of a serious online safequarding incident
Ensure suilable risk assessmenks are underlaken so the curriculum meels needs of pupils, including risk of
children being radicalised

Ensure thak there is a system in place ko monitor and support staff (e.q. nebwork manager) who carry out internal
bechnical online-safety procedures

Ensure governors are reqularly updated on the nalure and egpecliveness of the school's

arrangements for online sagely

Ensure Hw SChOOl websi|:e meels StOI?U,tOFH requ,iremenks

Designol‘ed So;eguarding Lead/ Online Sofelﬂ Lead — Beverlﬂ Seed

KeH responsibilihes (remember Hwe DSL can delegolre cer}a'm onl‘me safekg duhes, eg. Lo Hme online— safe}‘tj coordinakor, bu} no}

Hle overau responsibili}‘tj; H'us asserhon and QH quo}es be[ow are from Keeping Children SaJ:e in Educahon):

“The designo}ed safeguardmg lead should take lead resPonsibililH for sajteguarding and child Pro}ecl'ion [including
online so,fehj] ... this lead responsibilﬁ‘tj should nol be delegaked."

Review Prokechons JIOT‘ PUPilS in Hw home and remole-learning Procedures, rules and sa]:eguards (see

coronaviruslgglnet/sagequarding for an addendum lo policies and an infographic overview of sagequarding
consideralions for remoke feaching technology

Where the online-safety coordinator is not the named DSL or depuby DSL, ensure there is regular review and open
communicalion between these roles and thal the DSL's clear overarching responsibility for online sagely is not
compromised

Ensure “An eﬂtecl:ive OPPFOOCh |?O onl‘me SOfel?g Hw,t empowers |:he SCI‘lOO[ |?O Pro}ect o,nd educa|:e H'te whole SCITOO[ in Hleir
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use of fechnology and establishes mechanisms to idenligy, intervene in and escalake any incident where appropriate.”

o Liaise with stagf (especially pastoral support stagf, school nurses, IT Technicians, and SENCOs, or the named person
with oversight for SENin a school and Senior Mental Health Leads) on malters of sagely and safequarding (including
online and digital sagety) and when deciding whether fo make a regerral by liaising with relevant agencies.”

o Take day-to-day responsibility ror online sagely issues and be aware of the potential for serious child protection
concerns

®  Remind sfaff of sapequarding consideralions as part of a review of remote learning procedures and fechnology, including
that the same principles of online sagely and behaviour apply

o Work with the DPO and governors to ensure a GDPR-compliant framework for storing dala, but helping to ensure that
child protection is always put first and dala-protection processes support careful and legal sharing of informalion

o Skag UP ITO do}e WiH‘L Hw [atest Lrends in on[ine safeguarding and “undertake Prevenl awareness

training.” — see sapekroininq.lqp[.net ond preveanpl.ne}
9

e Review and updake this PolicH, other online safekg documents (e.g. Acceptab[e Use Policies) and the strokegg on which
H*»eg are based

o Rece'we regular updakes in on[ine saj:etﬁ issues cmc[ [egislaﬁon, be aware of [ocal and schoo[ Lrends

- see SOECHOS.[SE[.HCL I.'OF examples

o Ensure that online safely educalion is embedded across the curriculum in line with the stalutory RHE quidance and
beyond, in wider school lige

 Promole an awareness of and commitment fo online sagely throughout the school community, with a strong focus on
parenks, who are ogfen apprecialive of school support in this area, but also including hard-fo-reach parents — makerials
of parentsarelqcl.net

o  Communicate reqularly with SLT and the designated sagequarding governor lo discuss current issues (anonymised),
review incident logs and and discuss how fillering and monitoring work have been funchioning/helping

e Ensure all stagp are aware of the procedures thal need o be followed in the event of an online sagely incident, and
that these are logged in the same way as any other sagequarding incident

®  Oversee and discuss appropriale fillering and monikoring” with governors and ensure stagf are aware.

o Ensure the 2018 D(E quidance on sexual violence and harassmenl is followed throughout the school and that stag
adopt a zero-tolerance approach fo this, as well as ko bullying

o Facilikale Lraining and advice for au slaff, including suPPlH keachers:

o dll staff must read KCSIE Part | and all those working with children Annex A
o it would also be advisable for all skaff bo be aware of Annex C (online safetﬂ)
o cascade know[edge of risks and opportunihes Htroughout the organisahon

o cpdlgglnet has helprul CPD makerials including PowerPoinks, videos and more

Governing BOdH, led bH Sofeguarding Governor - CherOH'e RQlPh

Keﬂ responsibililies (quofes are Lal(en from Keeping Cl’;i[dren Sofe in Educohon)

o Approve Hxis Policg and skro}e% and subsequenHH review ils effechveness, eg. bﬂ o,sl('mg H‘»e queshons in Hw helpful
documenk from Hw UK Counci[ for Child In}ernef Sa;ekg (UKCIS) Online salpetg in schools and coHeges: Queshons from
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All Skagy

H‘»e Governing Board

Ask about how the school has reviewed Protechons for Pupi[s in the home (including when any online tubors are used)

and remote—learning Procedures, ru,les o,ncl safeguards (see coronavirus.lqpl.nel/sarequardinq ) J.'Ol“ an addendum kO

policies and an infographic overview of safequarding consideraions for remote teaching technology

"Ensure an appropriale senior member of staf, from the school leadership beam, is appointed to the role of DSL with
lead responsibilily for sarequarding and child protection (including online sagety) with the appropriate status and
authorily and lime, runding, lraining, resources and support...”

Support the school in encouraging parents and the wider communily to become engaged in online sagely aclivilies
Have reqular stralegic reviews with the online-sagely co-ordinator / DSL and incorporake online safely into standing
discussions of safequarding af governor meelings

Where the online-sagely coordinalor is nok the named DSL or depuly DSL, ensure thal there is reqular review and open
communicalion behween these roles and that the DSL's clear overarching responsibility for online sagely is not
compromised

Work with the DPO, DSL and headteacher to ensure a GDPR-compliant framework for storing data, but helping to ensure
that child protection is always put first and dala-proteclion processes support caregul and legal sharing of informalion
Check all schaol stagp have read Park | of KCSIE; SLT and all working direcHy with children have read Annex A; check
tha Annex C on Online Sagely reflects practice in your school

"Ensure that all stagr undergo saequarding and child protection training (including online sagely)

ak induchion

"Ensure appropriale filters and appropriate moniloring systems are in place buk be caregul thal ‘overblocking does not
lead to unreasonable restrictions as to whak children can be taught with regard to online teaching and sagequarding’
"Ensure thal children are faught about sarequarding, including online sagely as part of providing a broad and balanced

curricu,lum

Keg responsibilihes:

In Parﬁcular a“enhon Lo safeguarding Provisicns for home—leorning ancl remole—teoching Lechnologies (see

corono,virus.lqp[.net/sarequarqu ) for an inJ:ograPhic overview of so;eguording consideralions for remote Leaching

Lechnologg. There are I.'U!‘H\el" defails in Hw S}OHI AUP

Recognise that RHE is a whole-school subject requiring the suppor|: of all s}a]:]:; online so;etg is a core Part of this
Understand that online so,fekﬂ is a core Po,rl of safeguording; as such it is Park of evergone‘s jcb -

never think that someone else will pick it up

Know tha the Designated Sagequarding Lead (DSL) and Online Sagehy Lead (OSL) is Beverly Seed

Read Part |, Annex A and Annex C of Keeping Children Sage in Educakion (whilst Part | is stabutory for all stagy, Annex
A or SLT and those working directly with children, it is good practice for all stagy to read all three sechions

Read and ]:o”ow this Po[icg in conjunchon with the school's main sa;eguarding policg

Record online-sajtet‘tj incidents in the same way as any sa;eguarding incident and repor} in accordance with

SChOO[ PI"OCGdUI‘eS
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o Undersland Hmt safeguarding is oﬁen referred tc as o jigsaw Puzzle — you may have discovered H'le missing Piece SO
do not keep anHHw"mg bo Hourse[f

o Sign ond follcw the skaff o,ccepro,ble use Pclicg and code of conduch
o Nohﬂj Hle DSL/OSL if Pc[icg does nof ref[ecf Prochce in our schco[ o,nd follow escalahcn Procedures if

concerns are not promptly acted upon

o Idenlipy opportunities to thread online sagety through all school achivities as part of a whole school approach in
line with the RHE and Sex Education curriculum, both oulside the classroom
and within the curriculum, supporting curriculum/stage/subject leads, and making the most of unexpected learning
opportunilies as they arise (which have a unique value for pupils)

L Whenever overseeing Hw use OJ.' technologﬁ in SChOOlr or J:Ol" homework or remore Leaching, encourage o,ncl ITO,”( about
appropriale behaviour and how lo get help and consider potential risks and the age-appropriateness of websites (find
out what appropriale filkering and moniloring systems are in place)

o When supporting pupils remotely, be mindgul of additional safequarding consideralions — reger to the 20 Sagequarding

Principles for Remol‘e Lessons infographic which aPP[ies ro a” on[ine [eorn'mg

o Co,refuug suPervise o,nd 9uide Pupi[s when engaged in learn‘mg o,c|;ivi|;ies 'mvolv'mg onl‘me rechnologg, supporhng H’»em
wiH1 search sl(ius, crihcal Hlinl(ing, age aPProPriale materials cmd signposhng, cmd [ega[ issues such as coPHrigH and

GDPR

o Discuss roles and resPonsibilihes when using Hw sgsrem o} Hte oulser

o Onlg deliver l'we- slreamed sessions leough Microsoﬁ Teams, GSuire, Hte schoo[ aPProved Plalforms during
normal school hours

o Sl‘arr any l'we sessions ahead of schedu[ed Hme ro o,How Prompl’ srarr Lo a session.

e Ensure thal no sessions with children Presenr are recorded

° Nohﬂj children Of any resources required dur‘mg the session

e Be aware of securit‘tj besL—Prache ab all fimes, inc[uding Po,ssword h‘tjgiene and Phishmg srraregies

° PrePo,re and check all online source and resources before us‘mg them

e Ensure that a one to one situalion af the end of an online session is Prevenked b}j endmg sessions for all Parhcipants

° Encouroge pupi[s bo fo”ow their accepl‘able use Po[ic3 ak home as well as al school, remind them about it and enforce
school sancions

L NOLL}H H’Ie DSL/OSL OI.‘ new Lrends o,nd, issues before H‘ICH become a Prob[em

e Take o zero-tolerance approach bo bullying ond low-level sexual harassment (refer ko the DGE document on bhis)

e Be aware that you are opten most likely ko see or overhear online-sagehy issues (particularly relaking ko bullying and
sexual harassment and violence) in the playground, corridors, bilets and ofher communal areas oukside the classroom
— let bhe DSL/OSL know

e Receive reqular updakes srom the DSL/OSL and have o healthy curiosiby for online sagequarding issues

o Model safe, responsible and progessional behaviours in bheir own use of fechnology. This includes outside the school hours
and sibe, and on saciol media, in all aspecks upholding bhe reputation of the school and of the progessional reputation

of a“ slaffs More guidance on Hlis Po'mL can be J:cu,nd in H'lis Online Reputahon guidance for schools.

RHE and Sex Educalion Lead — Sophie Kielﬂ
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Keﬂ responsibilihes:

As listed in the ‘all stagf sechion, plus:

Embed consent, mental wellbeing, healthy relationships and staying sage online inko the PSHE / Relakionships education,
relationships and sex educalion (RSE) and health education curriculum. “This will include being faught what posilive,
healthy and respectrul online relationships look like, the effects of their online actions on others and knowing how to
recognise and display respectrul behaviour online. Throughout these subjecks, teachers will address online safety and
appropriate behaviour in an age appropriate way that is relevant lo their pupils lives.”

This will complement the compuling curriculum, which covers the principles of online sagely af all key stages, with
progression in the content to reflect the digperent and escalating risks that pupils race. This includes how to use
lechnology sagely, responsibly, respectrully and securely, and where fo go for help and support when they have concerns
about conlent or contact on the internel or other online technologies.

Work closely with the DSL/OSL and all other skagy Fo ensure an understanding of bhe issues, approaches and messaging
within RHE and Sex Educabion

Ensure thak RHE and any addhional Sex Education policy should now be included on the schaol website

Work closely with the Compuling lead ko avoid overlap but ensure o complementary whole- school approach, and with

OH oner leod SlFO,H: kO embed |:he same whole—school OPPFOGCh

Compuhng Leod - Emma Webber

KeH resPonsibililies:

o Aslisted in the ‘all stagf seclion, plus:

o Oversee the delivery o the online safely element of the Compuling curriculum in accordance with the nakional
curriculum

o Work closely with the RHE and Sex Education lead to avaid overlap buk ensure a complementary whole-school
approach

o Work closely with the DSL/OSL and all other stagr to ensure an understanding of the issues, approaches and
messaging within Compuling

o Collaborale with fechnical stafs and others responsible for ICT use in school ko ensure a common and consistent
approach, in line with acceptable-use agreements

Subject Champions

KeH resPonsibilihes:

/\s lisked in Hle ‘o“ slo,ff' sechon, Plus:
|_oo|< for oPPorLumhes lfo embed onl‘me sa;etg in Bour subject or aspect, especia”g as park o]: Hw new RHE and Sex
Educahon curriculum, o,nd model Posihve alliludes and aPProaches lo sla” cmd Pupils alike

Consider how the UKCIS fromework Education fora Connected World and Teaching Online Safekﬂ in Schools can be

opplied in our conkext



Work closelﬂ with the DSL/OSL and all other staff to ensure an understanding of the issues, aPProaches ond
messag‘mg within Compuhng

Ensure subjecE sPecific achon P[ans o,lso ho,ve an cnline—so,fefg e[emenf

Nebwork Monager/ technician — HarraP IT and Agile ICT

Keg resPonsibilihes:

Supporl Hw HT o,nd DSL Eeam as Hmeﬂ review Protechons for Pupils in H’;e home o,nd remole— learning Procedures,

rules and sa;eguards (see coronaviruslagl.net/sagequarding for an addendum o Policies and an infographic overview

of sofeguording considerakions for remale lfeo,ching kechnologg )

Keep up ko doke with the school's online sagehy policy and technical ingormation. in order ko

efgechvely carry out heir online sagehy role and ko ingorm and updale others as relevant

Work closely with the designated sagequarding lead / anline sagehy lead ko ensure thak school systems and nehworks
refleck schaol PolicH

Ensure bhe schaol underskand e consequences of exishing services and of any changes Fo these syskems (especially in
ferms of access ko personal and sensibive recards / doka and ko systems such as YouTube made, web illering sebings
sharing Permissions for fi[es ekc )

Suppork and advise on the implementahon of 'aPProPrio}e J:iuer'mg and moni}oring as decided

by bhe DSL and senor leadership feam

Report online-sagehy relaked issues thak come ko bheir offenkion in line with school policy

Mo,no,ge the schaol's sHstems, networks and devices, according bo a shrict Password Policg, with sgskems in Place for
detection of misuse and malicious atack with o,dequo}e Protechon, encrgphon and bo,ckup for dala, including disaster

recoverH Plans, and audikoble access conkrols

Dala Proleclion OHicer (DPO) — Rachel Emm

Keg responsibilihes:

Be aware of regerences to the relalionship between daka protection and safequarding in key Department for Education
documents Keeping Children Sage in Education” and Dala protection: o toolkit for schools” (August 2018), especially
this quote rom the latter documenk:

o "GDPR does not prevent, or limik, the sharing of informalion for the purposes of keeping children sae. Lawgul
and secure informalion sharing between schools, Children's Social Care, and other local agencies, is essential for keeping
children sage and ensuring they gek the support they need. The Data Proleclion Act 2018 introduced ‘safequarding’
as a reason to be able lo process sensilive, personal informalion, even withoul consent (DPA, Part 218; Schedule
8, &) When Designated Sarequarding Leads in schools are considering whether, or nol, o share sagequarding ingormalion
(especially with other agencies) it is considered best practice for them to record who they are sharing that ingormation
with and for whal reason. Iy they have faken o decision not to seek consent from the data subject and/or parent/carer

that should also be recorded within the sa;eguarding file. All relevant informahon can be shared without consent if bo
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9o,in consent wou[d Ploce a chi[d o,t risl<. Feo,rs abcuf shoring informahon musl nol be allowed to sfo,nd in H1e way of

Promohng H'le welfare cmd Prokechng Hw SQJIG'?H OJ.' children."

o Work with the DSL, headleacher and governors to ensure fro,meworks are in Place for the Profechon of dola and of
safeguarding ‘mformahon sharing as oublined above
o Ensure |;ha|; a” access Lo so,feguarcling dafo, is limited as aPProPria}e
Volunleers

KeH resPonsibililies:

PuPils

Read, understand and adhere to expectations aullined in an acceptable use policy (AUP)

Report any concerns, no malter how small, to the designated sagely lead / online saety coordinalor as named
in the AUP

Mainkain an awareness of current online sagely issues and quidance

Model safe, responsible and progessional behaviours in their own use of technology at school and as part of remoke
leaching or any online communicalions

Note thal as per AUP agreement a volunteer will never altempt to arrange any meeting, without the full prior knowledge
and approval of the school, and will never do so directly with o pupil. The same applies to any private/direct

communicahon wiH1 a Pupil

KeH resPonsibililies:

Read, understand and ensure that expectalions in the pupil acceplable use policy are followed.

Treat home learning during any isolalion/quaranline or bubble/school lockdown in the same way as regular
learning in school and behave as if a teacher or parent were walching the screen

Avoid any private communication or use of personal logins/systems to arrange meetings with school stags or tubors

I¢ parents have consented, fake part in virlual and remole learning organised by the school using Microsoft Teams,
GSuike or Education in school and o} home, making sure that the room thal they are in is a room where other family
members are not able to disturb the session

I¢ o} home, make sure any additional games consoles and music in the background are turned off

Make sure they are dressed appropriately and show respect or everyone in the online classroom

Not disrupk the learning of others

Not make recordings / images / fake screenshols of the class teacher or any part of the session using any device

Not initiate any live streaming or conlack oulside of the scheduled session

Understand the importance of reporling abuse, misuse or access to inappropriate malerials, including any
concerns about a member of school staff or supply teacher or online futor

Know whak action fo take if they or someone they know feels worried or vulnerable when using online technology, ol
school, home or anywhere else

Understand the imporkance of adophng safe ond responsible behaviours and good online safetg Prachce when using
10



digital technologies oulside of school and realise that the school's acceptable use policies cover ackions out of schodl,
including on social media

Remember the rules on the misuse of school technology — devices and logins used at home should be used just like if they
were in ull view of o feacher.

Understand the benefits/opportunilies and risks/dangers of the online world and know who to talk o ol school or oulside

SChOOlr iJI H‘»ere are Prob[ems

Porenls/ Carers

Keg resPonsibilihes:

Read and follow the school's parental acceptable use policy (AUP) and read the pupil AUP and encourage their children
bo gollow it

Consult with the school if they have any concerns about their children’s and others” use of technology

Promate positive online safely and model safe, responsible and positive behaviours in their own use of technology,
including on social media: not sharing other's images or defails without permission and regraining from posling negakive,
threatening or violent commenks about others, including the school stags volunteers, governors, pupils or other
parenks/carers

Encourage children fo engage pully in home-learning during any period of isolation/quarantine or bubble/school closure
and flag any concerns

Support the child during remote learning fo avoid video calls in a bedroom if possible and if not, o ensure the child is
rully dressed and not in bed, with the camera poinling away from beds/bedding/personal informakion efc. Ensure the
background is blurred or changed where possible

I¢ organising privake online tuition, remain in the room if possible, ensure the child knows tutors should not arrange new

sessions direcHH with the child or a“empk to communicate Priva[elﬂ

Exlernal groups including Poren} ossociolions - FOS

Keﬂ resPonsibililies:

Follow expectalions in the acceptable use policy for volunkeers prior to using technology or the internet within school
Support the school in promating online sagely and daka protection

Model safe, responsible, respectgul and positive behaviours in their own use of technology, including on social media: not
sharing other's images or delails without permission and refraining prom posting neqalive, threakening or violent commenks

ObOUl? oHlers, includ‘mg Hme SChOOlr SLOH.‘, volunteers, 90vemors, PUPilS or OH"LGI’ parents/carers

Educalion and Curriculum

11



The J:ouow‘mg subjecrs have the clearest online sal:ehj links (see the relevant role descriprors above for more informohon):

o Relohonships and Health Educalion (RHE) and Sex Education (SE).
o Compuhng

However, as sroled in H1e role descriprors o,bove, '& is H‘»e ro[e of o” s|:off fo idenhfﬂ oPPorEuniHes Eo H‘»reod online soferg leough
all school ochvihes, both oulside the classroom and within the curriculum, supporring curriculum/stoge/subject leocls, ond moldng

Hw mosr of unexpecred leorning oPPorrunihes as H”LGH arise (which ho,ve a unique volue for Pupils).

Whenever overseeing the use of lechnologu (devices, the inrerneh new rechnologg such as ougmenfed reolifu, ekc) in school or
seHing as homework tasks, all ska;; should encourage sensible use, monitor what Pupils are do‘mg ond consider Porenhal dongers

ond H\e 096 opproprioreness OJ: websires.

Equo“g, oH ska” should corefullg suPervise o,nd guide Pupils when engoged in [eorning ochvihes invo[ving on[ine rechnologu
(inclucling, exrro-curricu[or, extended school ochvihes if re[evont ond remote teoching), suPPoang Hlem wiH1 seorch ski[ls, criﬁcol

H’Linking (e.g. foke news), age oPProPriole morerio[s o,nd signposhng, ond [ego[ issues such as copgrighl' o,nd doro [o,w.

At Shipron BeHinger Primor‘tj School, we recognise er on[ine soJ:er‘Lj ond brooder digirol resilience musr be H‘»reoded H’»roughour

H1e curricu[um.

Annuol reviews of curriculum Plons / schemes of wor|< (including for SEND Pupi[s) are used as an oPPortunitu lo fo[low Hlis
fro,mework more c[oselu in i|:s keu areas of Self—imoge ond Idenhrﬂ, On[ine re[ohonships, On[ine repurol'ion, On[‘me bu”ging,

Monoging onl‘me 'mformorion, Heole, We“being ond [ifeslule, Privocu ond securiru, ond Copurighr ond ownership.

Hondling Online- safehj concerns ond incidenls

H is virol Hmo,r a” ska;; recogmse Hwor on[ine—soferu isa Porr of so,feguo,rding (os weH as being a curriculum sl;rand of Compuhng

and RHE)

General concerns must be handled in the same way as any other sofeguording concern; sofeguordmg is oﬂen referred o as a
jigsow Puzzle, SO o“ srokeholclers should err on |;|'1e side of |;o”<in9 Lo H‘»e on[ine— SO,J:GL‘LJ [eo,d / designored sofeguordmg leod |:o
conrribure ro Hle overo“ Picrure or highlighr whor mighr nor Her be a Problem.

Supporr ska;; wi” oﬁen hove a unic[ue insighr ond oPPorruniru ro J:ind our obour issues J:irsr in Hle Plouground, corridors, roilers

ond OHICF communol areas oufside |:|'1e C[OSSI"OOFﬂ (PGFhCUlOrlH relohng 170 buuuing ond SCXUGl horossmenlf o,nd violence).

School Procedures for deo[ing with onl'me-so;eru will be mosHU delailed in the fo[[owing Policies (Primorilu in the firsr |<e3

clocumen|:):

L] Soreguording ond Child Prorechon Po[icg
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° /‘\nH-Bu”Hing Policg

e Behaviour Policg (inc[uding schaol sanclions)

° Acceptable Use Policies

e Dala Protection Po[icg, agreemen}s and other documentation (e.g. privacy statement and consent forms for dala

sharing, image use efc.)

This school commits to fake all reasonable Preco,uhons to ensure online safetg, bul recognises that incidenks will occur both inside
school and ou,fside school (o,nd Hw,t H”LOSB from outside school wiH conhnue to impac} on Pupils when H’»eg come into school or
clur'mg extended Periods away from school. All members of the school are encouro,ged bo repor} issues swifHH to allow us o deal

wiH1 Hmem quicklg o,nd sensihve[g khrough Hme schcc[’s esca[ahon processes.

AnH suspecl’ed on['me ris|< or 'mfringement should be rePorted Lo Hme on[ine saJ:ehj [ead / designal‘ed so,feguo,rding [ead on |;he
same daH — where c[earlg urgenk, it will be made 53 the end of the lesson.

AnH concern/a“egahon aboul Sl?OHt misuse is o,lwo,ﬂs reJ:erred direcHg to the Heo,dkeo,cher, unless the concern is aboul the
Headfeacher in which case Hw compliank is referred ko Hw Chair of Governors and Hle LADO (Loca[ f\ulhorilg’s Designaked
Oﬂticer). Sko,ff may also use Hme NSPCC WhisHeblowing Helpl'me.

The school will o,c|:ivel3 seek suppor} from other ogencies as needed (ie. the local auH’»orikH, LGfL, UK Safer Internet Cenlre's
Pro;essionals’ Online Safetﬂ Helpline, NC/\ CEOP Prevenk Officer, Police, IWF) We wiH 'mform Parenls/carers of online-sa;ekﬂ
incidenl’s ‘mvolving |;|'1eir chi[dren, o,nd Hw Police where sko,ﬂt or Pupi[s engage in or are subjec} to behaviour which we consider is

Parhcularlg dislurbing or breal(s Hle law (Parﬁcu[ar Procedures are in P[ace for sexhng and upskirhng; see sechon be[ow).

Aclions where Hbere are concerns GbOUl a Child

Where Hmere are concerns abouk a child, |;he schoo[ wi” Lo,ke |;he fouowing achons:
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Staff have concerns about child and take immediate I School/college action I
action. Staff follow their child protection policyand | _ _ _ _ _ _ _ _ _

speak to designated safeguarding lead’ | Other agency action
I I

Referral not required, Referral® Designated
school/college takes made if safeguarding lead or

relevant action, concerns staff make referral®

possibly including late #| to children’s social

pastoral support care (and call police
and/or early help? and if appropriate)

monitors locally

————————————————— - = v e e - —
:_ Childinneed =~ | Section47¢ | | Section17¢ , | No formal 1
of immediate | enquiries | enquiries i " assessment |

| protection: | | appropriate: ! | appropriate: required: referrer
I referrer I | referrer | | referrer ! I informed |
| informed | " informed | I informed I | |
I

| Appropriate : " Identify child | | Identify child | School/college
emergency | at risk of | inneed*and considers pastoral

| action taken ! I significant | identify support and/or early

I by social I | harm4: | | appropriate ! help a;sessrpentZ ‘

| worker, police | | possible child | | support I accessing universal

| orNsPCCs | protection I [ services and other

1 | " plan I 1 I support

. 4

Staff should do everything they can to support social workers.

At all stages, staff should keep the child’s circumstances under review (involving the designated | |

safeguarding lead (or deputies) as required), and re-refer if appropriate, to ensure the child’s
circumstances improve — the child’s best interests must always come first

Sexling

AH SChOO[S (regardless Of Phase) should refer tO Hw UK Council FOF Inbernel: SOfel?H (UKCIS) guido,nce an sexbng (OlSO
referred |70 as 'HOUH'L Produced sexuol imogerH)) in 56]’100[5. NB - where ane Oj.' H’le Parﬁes is over |8, H’liS is no [onger sexhng

bul child sexual abuse.

There is a one-page overview called Sexting; how ko respond ko an incident or all shagy (ot just classroom-based sagp) ko
read, in recogmition of bhe fack that it is mashy someane ofher Hhan bhe designated safequarding lead (DSL) ar anline sageky
lead ko first become aware of an incident, and i is wkal ok the correck steps are aken. Stagy other Hhon bhe DSL musk nok
aHrempk o view, share or deleke bhe image or ask anyone else o do so, buk ko go shraighk ko the DSL

The school DSL will in turn use the qu guidance documenk, Sexhng in Schools and Colleges to decide next s}eps and

whether other agencies need o be involved.

This imporkank that everyone understands thal whilst sexhng is iHegaL Pupils can come and talk fo members of s}aff i]: Hleﬂ

have mo,de a mislake or had a Prcblem in Hlis area.

14


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/647389/Overview_of_Sexting_Guidance.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759007/6_2939_SP_NCA_Sexting_In_Schools_FINAL_Update_Jan17.pdf?_ga=2.234231390.111664464.1566901980-1789411468.1557215460

Annex G

Flowchart for responding to incidents

Considerations - risk assessment
* \ulnerability of the child
* Coercion
* How shared and where
* |mpact on children
* Age of the children

Initial disclosure
This could come from a pupil directly, a parent, a
pupil's friend.

5 points for referral:

1. Adult involvernent

2. Coercion or blackmail
3. Extreme or violent

4. Under 13

5. Immediate risk of harm

(For more information see Annex A} Initial review with safeguarding team

At this initial stage the safeguarding team review
the information and consider the 5 points for
immediate referral. They make an initial decision
about whether the incident can be dealt with in

house.(For more information see page 11)

(For more information refer to section 2)

Police/social care/MASH referral
Refer to your local arrangements for

dealing with incidents and contact
Risk assessment/Dealing with the incident local services.

Consider the risk of harm and at any point if there (For more information refer to page 15)
are ‘causes for concern’ you can refer back to
police/social care. (For more information refer to
page 12 and Annex A)

Management in school

Ensure parents are informed and the incident
recorded following all child protection and
safeguarding procedures,

(For more information see page 14)

The documenl‘s referenced O,bOVG ond materia[s ITO SUPPOFI? leoching Ol)OUI? sexhng can be ]:OU,nd Ot sexhng.lgﬂ.nek

Upskirling

This impor|:an|: that everyone understands thal upskirhng (|:a|<in9 a Pho}o Of someone under their cloHﬂng, not necessorilg a skirb)
is now a crimino[ offence, as high[ighked in Keeping Children So,fe in Educahon o,nd Hmt pupi[s can come and |:aH< |:o members

of stoff if H’IGH have made a mistake or had a Problem in this area.
Buuﬂing

Online bullging should be lreated like any other form of bu”ging and the school bu”gmg Policg should be ]:o[[owed for online
buuﬂing, which may qlso be referred lfo as cgberbuuging, including issues arising from banter. The school has an anhbu“ging

Policg. See Curriculum / Policies.

Malerials o support Feaching aboul bullging and useful Deparkmenl for Educalion guidance ond case studies are al

bu“gmg.lg El.nek

Sexuol Violence and HOFQSSMOH'?

DfE guidance on sexual viclence cmcl harassment is referenced in Keeping Chilclren Safe in Educahon oncl o,lso a clocumenl in iks

own rigM. Ang incident of sexual harassmenlt or violence (online or oH:line) should be rePor}ed to the DSL who will follow the qu
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Suidance. Staff should work to fosler o zero-tolerance cullure. The guido,nce stresses that schools must take all forms of sexual
violence and harassment seriouslg, explain‘mg how it exists on a conlinuum and that behaviours incorrecHH viewed as low level
are lreated seriouslg and not allowed o Perpetuote. The document makes sPecific reference to behaviours such as bra—s}ro,P

flicking and the careless use of language.
Misuse of school lechnologﬂ (devices, sgslems, nebworks or Plolforms)

Clear o,nd we” communicated rules o,nd Procedures are essenhal tO 9cvern PUPil Oﬂd O,CJ,UH use OJ'.' SChOO[ neMorks, connechons,

internet connechvilg ond devices, c[oud Plo}forms o,nd socio,[ meclio, (bOH’L when on school sife cmcl oufsicle of schoo[).

These are clef'mecl in the relevant Acceptoble Use PolicH as well as in this clocumenL for exomple in the seclions re[ahng to the

Pro;essional o,nd Personol use OI.' SChOO[ Platforms/networks/clouds, devices o,nd o|;her kechnolog‘tj.

Where pupi[s con|:ro,vene Hwese ru[es, |;he schoo[ behaviour Po[ic3 wi“ be aPPlied; where s}aff contro,vene H‘»ese ru[es, achon wi” be

laken as ouHined in Hw skaff code of conduc}.

H wiu l)e necessary to reinforce Hlese as usual a[ Hw beginning of any school year bul o,lso to remind, Pupils chﬁ H'te same

opplies for any home learning Hwk may Lo,|<e P[o,ce in fuku,re Periods of c[osure/quamnl‘ine ekc.

FUFH‘IGF |F0 H’»ese s}eps, H‘»e SChOO[ reserves H‘le righk |F0 wiH‘»drow - Lemporo,rilﬁ or PermanenHH - GDU or 0“ access |FO SUCh

lechnologﬂ.

Sociol Medica Incidenl‘s

Rules cmd expec|:ahons of behaviour for children and aduus in relahon }o sociol media are ouHined in our Accepl’able Use

Policies and our Shiplon Beuinger Primorﬂ School Social Media Guide.

Breaches wiu be dea” wiH1 in ['me wiH1 er sc]woo[ beho,viour Po[ic3 (J:or Pupi[s) or code of conduc|: (for skaff).

FUJ‘H‘LGF Lo Hﬂs, where an incidenl relakes Lo an inaPProPriale, upsekhng, violen} or abusive socia[ medio, Pos[ bH a member of Hw

school communilg, Shipkon BeHinger PrimarH School will reques|: that the Posl‘ be deleled and will exPecL this to be aclioned
PromPHH.

Where an oHending Pos} hos been mo,de bH a Hmird ParLH, Hw school mo,ﬂ repork ik ko Hw P[akform it is hosted on, and maH
contack the Pro;essionols‘ Online Sa;ekg Helpl‘me (run bH the UK So,fer Internet Centre) for support or help to accelerate this

Pr‘OCGSS.

Data Proteclion and Dala Securilg
GDPR informahcn is in our Dako, Prokechon PolicH.

There are references bo the relohonship between dala Protechon and safeguarding in |<eE| Deparkmenk for Education documents
'Keeping Children Safe in Educahon‘ and 'Do}a Prokechon: o toolkit for schools‘ (Augusk 20|8) which the DPO ond DSL will seek
bo QPPlH' This quolre from the lakter document is useful for all skaff — note the red and Purple highlighks:
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"GDPR does not prevenl, or limil, the sharing of informalion for the purposes of keeping children sage. Lawsul and secure
information sharing behween schools, Children's Social Care, and other local agencies, is essential for keeping children safe and
ensuring they get the support they need. The Data Prokection Act 2018 introduced ‘safequarding as a reason o be able o
process sensitive, personal informakion, even withoul consent (DPA, Part 218; Schedule 8, 4) When Designated Sagequarding
Leads in schools are considering whether, or nol, fo share saequarding informalion (especially with other agencies) it is
considered best pracice for them lo record who they are sharing thal informalion with and for whal reason. If they
have taken a decision nol bo seek consent from the data subject and/or parent/carer that should also be recorded within
the safequarding file. All relevant informalion can be shared without consent if fo gain consent would place a child ol
risk. Fears aboul sharing informalion musk not be allowed lo stand in the way of promoling the welfare and prolecting

the sofelﬂ of children.”

AH PU/PilS, SLOHC, 9overnors, VO[UH'?CCI"S o,nc[ POFGD'?S are bound L')H H’le SChOOl‘S dOITO PrOLGCl?iOﬂ PO“CH and

agreemenks.
Rigorous conkrols on Hwe school neMork, firewolls and filkering au suPPorL da[o, Protechon.

The headteacher, da}o, Pro|:echon oHicer and 9overnors WOI"I( |;09eH1er }0 ensure a GDPR—comPliant framework J.‘OF storing dQlFO,,
[JUl: which ensures H"LO,L Child PFOLCCHOH is O[WOHS PUIT J.'il"Sl? o,nd dOITO,- Protechon Processes SUPPOF% COJ‘C]IU[ and legol sharing OI.'

'mformo,hon.

SLOJfJf are reminded Hmk o,H so,J:eguo,rding doto is high[ﬂ sensi|;ive cmd shou[d be treaked wiH1 H1e strictest conficlenho,[ikg o,t QH

hmes, and oan shared via o,PProved, cho,nne[s Lo coHeagues or o,gencies wiH1 appropria}e Permissions.

Appropr‘mte Fiuering ond Moniloring

Keepmg Children Sajte in Educahon obliges schoo[s to "ensu,re oPProPrio}e J:iuers cmd aPPropriake monitormg sHskems are in
Place and not be able to access harmful or inaPPropriake material bul o} the same lime be careful that “over b[ocking" does not

leo,cl lro unreasonab[e restrichons as Lo wha} children can be Laugh} wiH1 regords Lo on[ine }eoching and sofeguording."

Ak this school, the internet connecion is provided by Harrap Internet and Fillering. This means we have a dedicated and secure,
school sage connection thal is protected with firewalls and mulliple layers of securiby, including o web filtering system called
Walchquard 3 which is made specifically fo protect children in schools. All desktops, laptops and chromes have Senso Safequard
Cloud installed on the. This safequarding tools sends alerts for student safely concerns, allowing relevant stagg to assist
students who may be ok risk vulnerable, or intending to cause harm to others. Sagequard Cloud will prompHy naligy the relevant
stags via email if any urgent or crilical violalions are detected using keywords from the Internet Walch Foundakion, allowing you
bo priorilise students who need immediate altention and support. There is direct inkegration with CPOMS o ensure violations are

accural‘elg PrOCCSSCd.
There are Hmree kHPeS OI.' GPPFCPNGEG monikoring. These are:

1. PhHsical monikoring (oduu supervision in Hw clossroom, al a“ Hmes)

2. Inlernet and web access
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3.

Achve/ Prc-achve kechnolcgﬂ monitcring services

Ak Shipkon Be“inger Primarl:] School, we use Phﬂsical monitoring alongside our webfilkering sHstem to conlrol internet and web

access in school. When Pupils log info any schcc[ sgstem on a Persono[ clevice, o,chil'H may also be monitored here.

Where chi[dren are using Hleir own devices o,t home, Parents are asked to supervise and ensure Hml‘ Po}enhal Paren}al conh‘ols

are in PlOCG. Advice J.'Of' PQFGHLS can be J.'Ol.lnd OIT ths://www.inkernetmaHers.org/Porental—conkro[s/

Email

PuPils ot this school use Gmail
Staff ot this school use Ofpce 365 for all school emails

This is for Hw mukual Prokechon o,nd Privac‘tj of aH sko,ff, Pupi[s cmd Paren|;s, as we“ as ko suPPor} dal‘a Protechon.

Genero[ princip[es for emo,i[ use are as fouows:

Email used in the chal funchionality of Google Classroom, our virtual learning environment, as  Homework submission
bool, elc is the only means of electronic communicalion o be used between stagr and pupils (in both direclions). Use of
o diggerent platrorm must be approved in advance by the headteacher in advance. Any unauthorised altempt to use o
digperent system may be a sagequarding concern or disciplinary malter and should be notiied ko the DSL (ig by a child)
or fo the Headkteacher (if by a stagr member).

Email may only be sent using the email systems above. There should be no circumstances where a private email is used;
if this happens by mistake, the DSL/Headteacher/DPO (the particular circumstances o the incident will determine whose
remik this is) should be informed immediakely

Stagg or pupil personal dala should never be sent/shared/stored on email. Infernally, stagg should use the school nefwork,
including when working from home when remote access is available via the remote system or the school's Google Drive.
Appropriale behaviour is expected o all limes, and systems should nol be used to send inappropriate makerials or
language which is or could be conslrued as bullying, aggressive, rude, insulling, illegal or otherwise inappropriate, or
which (for stagp) might bring the school inko disrepule or compromise the professionalism of stagf.

Stagr are allowed to use the email system for reasonable (not excessive, not during lessons) personal use but should be
aware that all use is monitored, their emails may be read and the same rules of appropriate behaviour apply o all limes.
Emails using inappropriate lanquage, images, malware or fo adult sifes may be blocked and not arrive ol their infended

desﬁnahon.

See also H‘ue social medio, secHon of Hlis Policg.

School Websile

The school website is a |<e3 Public-;ac‘mg ‘mformahon porkal for the school communikﬁ (both exishng and Prospechve stakeholders)

with o keH repu}ahonol value. All Sl?OH: are able to updo}e various seclions of the website. The sile is managed / hosted bH School

Jolter.

The DJ:E has determined informahon which must be available on a school website. Where OH’LGI" staﬂt
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submik informo,hcn for H’»e websife, HmeH are asked ko remember:

e School have the same duby as any person or orqanisation to respect and uphold copyright law — schools have been
Y yPp 9 P P PY™9
f‘med thousands of Pounds for coPHrigM breaches. Sources must alwaHs be credited and malerial onlﬂ used with
Permission. There are many open-access librories of high— qualilg Pub[ic—domain images |;ha|; can be used (e.g.
Pixabag.com for markehng malerials — beware some adult content on this site).
o Where PU,P'L[ wor|<, images or videcs are Pub[ished on H‘»e websife, H’»eir idenhhes are Prokecked o,nd qu names are no|;

Published (remember also not fo save images with a filename that includes a Pupil's qu name).

Cloud PlOl’}'O rms

Il is importont Lo consider do,ta Profechon before adophng a c[oud P[o,|:form or service — see our DP Policg

hﬁlps://www.shiptonbe”inger.hants.sch.uk/ke\q}-in,pormahon/Po[icies. AL Shipton Beuinger Primarg School, we use MicrosoFFs Office

365, Google for Educahon's G Sui}e, Google Drive for file s}oroge.

GSuil;e for Educahon, Microsoﬂ Teams, couech use, and disc[ose informahon about users on[g for Hw purposes described in
Hw GSuiLe, Microsoﬁ Teams Pr'wacg nohces qvai[o,b[e here

M[’Psz/ / 9sui|;e.9009le.com/ Lerms/ educahon_privacg.hkml

Ml;ps://privacu.microsopfcom/en— us/privacusko,temenk /

For online 50].‘6[?3, bosic rules oF good Password hﬁgiene (“Treat Hour Password [il(e your }oo}hbrush — never share it wiH1

anHone!"), expert adminiskrohon o,nd tro,'ming can help |:o keep sLo,ff o,nd Pupi[s safe, o,nd Lo o,void incidenks.
The J:ouowing Principles aPPlH:

®  Regular raining ensures all stags understand sharing runclionalily and this is audited ko ensure thal pupil dala is not
shared by mistake. Open access or widely shared folders are clearly marked as such.

o Pupils and stagy are only given access and/or sharing rights when they can demonstrale an understanding of what
data may be stored and how it can be seen.

e  Pupil images/videos are only made public with parental permission.

o Onlﬂ SCl’lOOl-OPPFOVSd PlatFOFmS are used L)H PUPilS or StOHZ I?O sLore PU,Pirl WCFI(.

Digilol Images ond Video
When o pupil ]oins the schooL Porents/corers are asked if HweH give consent for their child's image to be cop|:ured in Phokogruphs

or videos, I.'Of' Wl"LClk PUFPOSC (begond inl‘ernal assessment, WhiCl"L does not reclu,ire CXPI"CSS consenl) o,nd J.'Of' hOW [ong. Parenks

answer as ]:Ol[OWSZ

e For media use

e In Pr‘mked pub[icohons — the newsleHer, the Prospeckus
e Inonline Publicahons — the schaol websile

o For social media - Facebook

e Invideos / or webcams
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e Forusein online ieoming piaiforms — Gsuite for Educaiion, Microso]:i Teams

o For use in live siream sessions via GSuiie for Educaiion, Microso;i Teams

Whenever a Phoio or video is iaken/made, a iive s|:reo,m sei up, Hie member of siaff crgo,nising ii wiu check Hie laiesi dal’abase

before using i for any purpose.

/\nH Pupils shown in Pubiic focing moierio,is are never ideniified wiHi more Hicm firsi name (o,nd Phoio fiie names/iags cio noi

include fu“ names io o,void accidenia“g shqring Hiem).

All siaff are 9overned bH their conbrack of emplogmeni and the school's Accepiabie Use PciicH, which covers the use of mobile
Phones/Personal equipmeni for iaking Piciures of Pupiis, and where these are stored. Al Shipion Beiiinger PrimorH Schoal, no

member of sia” will ever use their Personal Phone to capiure Phoios or videos of Pupiis.
Phoios are siored on H‘ie schooi neiworl( in iine wiHi H’ie reieniion schedule of Hie schooi Do,io, Proieciion PoiicH.
Sio,” and Parenis are reminded annuauﬂ aboui Hie imPoriance of noi sharing winui Permission, due io reasons of child

Proi’eciion (e.g. iooked—ajtier chiidren oFien ho,ve resiriciions for Hieir own Proieciion), do,io, Proieciion, reiigious or cuiiurai reasons,

or SimPlH I.'OF reasons OF Personai PriVOCH.

We encourage young Peopie lo think aboul their online repuiaiion and digiiai fooiprini, so we should be 9ood adull role models

bg noi oversho,ririg (or Providing embarrossmeni in iaier iiJ:e - o,nd ii is noi for us |:o judge who,i is embo,rro,ssing or no|:).

Pupiis are iaughi aboui |'10W imo,ges can be manipuiaied in Hieir oniine so,feiﬂ educo,i'ion programme o,nd o,iso iaughi |:o consider

how io Pubiish for o wide range of audiences which mighi inciude Parenis or younger chiidren.

Pupils are advised ITO be VGFH co,refui QbOU'? P[ocing QHH Personai PhOLOS on SOCiO,,, media. -”‘LGH are iaughi kO undersiand H’ie need

io moinioin PrivacH seiiings SO as noi io ma|<e Pubiic, Personal informaiion.

Pupils are iaughi H’iCil' |;|'ie3 shoulcl nol; Posi images or videos of o|;|'iers winoui |;|'ieir Permission. We ieo,ch Hiem o,boui Hme ris|<s
ossociaied WiH’l Providing informaiion WiH"i images (inciuding Hie name of Hie fiie), Hiai reveais Hie ideniiig of oihers and Hieir
locaiion. We ieach Hiem aboui Hme need |:o keeP Hieir do,ia secure cmd whai io do if H’ieH / ora friend are subjeci‘ io bu“ﬂing or

abuse.

Social Media

Shiphm Beuinger Primorﬂ School Social Media Presence

We manage and moniior our sociai media foolfprinlf carefuuﬂ lfo |<now whai is being said aboui Hie schooi and io respond io

criiicism cmcl Proise ina fair, responsibie manner. The Schooi OJ:fice o,nd HT are responsibie for managing our Facebook accounl?.

Sloff, Pupils‘ ond Parenls' Social Media Presence

Sociql mediq (inciuding here au apps, siies o,nd gomes H‘iai o,uow shqring o,nd inierociion beiween u,sers) isa fo,ci of modern life,
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ond asa school, we occepr H’»or many Porenrs, stoff ond Pupils wiH use if. However, as srored in H‘»e occepkoble use Policies which
all members of the school communirg are expecred bo J:ouow, we expecr eveerodg to behave in a Posihve manner, engoging

r‘eSPeCkJ.'UHH WiH’\ Hw SC]’IOO[ ond eoch OHIGF on SOCiQ[ medio, in H‘»e same WQB as H‘»eg WGU[C{ fOCG |FG J.'ch.

This posihve behaviour can be summarised as not mokmg any Posts which are or could be construed as bullg‘mg, oggress‘we,
rucle, insulhng, illegol or otherwise inoppropriake, or which mighr br'mg the school or (Porﬁculorlg for sroff) Feoching Pro]:ession

inro disrepure. This opplies bOH’I ro Pub[ic pages o,nd |;o Privo,re Pos|;s, g Porenr chors, pages or groups.

I parents hove a concern about bhe school, we would urge bhem to contack us directly and in private o resolve the malter. Iy an
issue canno be resolved in Hhis way, the school complainks procedure should be followed. Shoring complainks on sacial media
s unlikely bo help resolve the matter, but can couse

upseh bo shagy, pupils and parents, also undermining skagg morale and bhe repukation. of the schaol (which is imporkank for bhe

Pupi[s we serve).

MonH sociol meclio Plofforms ho,ve a minimum oge of |3 (nole Hmk WhoLsAPP is |6+) bur Hw schoo[ somerimes ['w,s Lo deol win
issues orising on socio,[ medio, wiH1 Pupils u,nder |;he age of |3. We os|< Poren|;s ro resPec|; age rohngs on socio,[ medio P[or orms
wherever Possible and not encourage or condone underoge use. 1} is worth nohng that online harms regulohons are likelg bo

recluire more srringenr age verifico,hon measures over Hle coming yeoars.

However, Hle school Hos Lo slrike a difricuu bolonce of nor encouroging underoge use or er same Hme as needing Lo ocknow[edge
reolil’g in order ro besr help our Pupils ro ovoid or cope wi|;h issues if Hweg arise. Online sofe|:3 [essons wi“ [oo|< or sociol medio
ond oH'ler online behoviour, how ro be a good Friend online ond how ro rePor[ bu“ging, misuse, inl‘imidol‘ion or obuse. However,

children wi” oﬁen leom mosr from Hwe models of beho,viour H‘»eg see o,nd exPerience, which wiH 0f|:en be from oclu”:s.

Parents can best supporr this bH ro“(ing bo their children aboul the apps. sifes and games Hmeﬁ use (Hou don't need to know them
- as|< your child |:o exploin ir |:o Hou), wiH1 whom, for how [ong, ond when ([ore or nighr / in bedrooms is nol? helPJ:u,l for a 9ood
nigh[’s sleep ond Produchve reoching ond leorning ol school Hw nexr doH). You may wish ro refer lo H'w Top Tips for Porenrs

Pos|;er along W’LH‘I re[evon|: irems from Porenrsofe.lgflner ond in}roduce H1e Chi[dren's Commission Digirol 5 A DOLJ.

The school hos an oHiciol Focebook occounr monoged bH Hw schoo[ oHice Leom ond wi“ resPond ko 9enerol encluiries obour Hw

school, but asks porenl;s/corers not to use these channels fo communicate aboul their children.
Emoil is H1e o]:ficiol elecrronic communicohon chonnel beMeen Parenrs and H’re school, ond be}ween s}o]:]: ond Pupils.

PUPi[S are noL o“owed* ITO be 'friends, WiH’l or mo|<e a Friend rectuesr** ITO ong SITOH,', 9overnors, VO[UHITCCFS or onerwise communicore

via social media.

Pupils are discouroged from 'fouowing) sLoH, governor or volunleer Public occounfs (e.g. fouowing a skoff member wiH1 a Pub[ic
Inslogrom occounk). However, we occepl Hmk Hmis can be hord lo confrol (bulf Hlis highlighks H‘»e need for skoff fo remain

Pro]:essional in Hleir Privore l'wes). In Hle reverse siruohon, however, sroff musr nor fo“ow such Public Pupi[ occounl?s.

* Excephons moH be mocle, e.9. for Pre-exishng J:omilg [inl(s, bur H’»ese must be opproved bH H1e Headreocher, and should be
declared upon enfrg of the Pupil or sloff member fo the school).
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ok Ang O,Hempk lo dc so may be a sofeguarding concern or discip[inarg moﬂer o,nd should be nohfied Eo Hw DSL (if bH a child)
or to the Headteacher (i]: bH a skaff member).

Slaff are reminded H\Ctlf H”LGH are obliged nok ko bring H1e school or meession inko disrepu,te cmd Hw easiest way |:c avcid H‘»is is
to have the strictest PrivacH seﬁings and avoid inappropriate sharing and oversharing online. TheH should never discuss the
school or its slfal(eholders on socio,l medio, o,nd be carefu[ Hma} Hleir Personal op'mions migH no} be a%ribuked fo |;he school, or

local aunritH, bringmg the school inko disrepute.

The serious consequences of inaPProPrioLe behaviour on social media are underlined bl:] the fac} that of the 131 Prohibition Orders

iSSUGCl }0 S}OJIJI in 20'7, 73 'mvolvecl SOCiOl medio/technologﬂ (oncl 27 OJI H’le 66 orders l)H Augusl? 20'8)

AH members of Hwe school communikg are reminded Hmk Parﬁcu[arlﬁ in Hle conkexl of socia[ medio, i} is imporlanl Lo complg WiH‘L
er school PolicH on Digika[ Images cmd Video and Permission is sought before uploading Phokographs, videos or any oHler

'mformo,hon abou} o|;her People.

The statemenl‘s Of |;he ACCGP[’OHG Use Policies (AUPS) which a“ members Of |;he SCl’IOO[ communit‘tj are expected LO fOHOW are 0[50

relevant lo socio,l media achvitﬂ, as is Hw school,s Daka Prokechon Policg.

Device Usoge

We will remind those with access to school devices aboul rules on the misuse of school kechnologﬁ — devices used al home should
be used just like if H‘LGH were in fuu view of @ leacher or co“eague. Please read er fcl[owing in conjunchon WiH’l accepkab[e use
Policies cmcl |;|'1e J:ollow'mg secl;ions of H‘»is document which o” impoct upon device usage: copgrighh daka Pro}echon, social medio,

misuse of kechnologﬁ, and digika[ images and video.

Personol Devices including weuroble }echnologg ond bring your own device (BYOD)

o Pupils are not allowed to bring mobile phones in o school. Important messages and phone calls ko or from parents can
be made o the schaol office, which will also pass on messages from parents fo pupils in emergencies. It a child has
a mobile phone in school for the purposes of walking ko and from school, this is to be handed in to the school office
each morning. It will be sagely stored throughout the day and it will either picked up by the children or handed back
bo them. ok the end of the school day. The school will be introducing the concept of becoming a ‘Smark Phone Free
school” rom September 2026.

o All stagy who work directly with children should leave their mobile phones on silent and only use them in private stagy
areas during school hours. See also the Digital images and video seckion on and Dala protection and daka securily
section. Child/stafs data should never be downloaded onto a private phone. It a stagp member is expecting an important
personal call when teaching or otherwise on duky, they may leave their phone with the school office to answer on Hheir
behalf or ask for the message ko be legt with the school office.

*  Volunleers, contraclors or governors should leave their phones in their pockets and turned ogp. Under no circumstances
should they be used in the presence o children or fo take pholographs or videos. It this is required (e.g. for conlractors
o take photos of equipment or buildings), permission of the headteacher should be sought (the headteacher may choose

22



to delegate this) and this should be done in the presence of a member sto,ff
Parents should ask Permission before taking ony Phokos, eg. of displaﬁs in corridors or classrooms, and avoid capturing
olfher children. When ok school evenks, P[eo,se refer ko Hw Digital imo,ges and video sec|;ion of Hus dccumenL Urgent

messages can be POSSGd via H‘le SCl‘lOOlr o;;ice.

Nelwork/ Inlernel access on SChOOl devices

Pupils are not allowed nelworked file access via personal devices. However, they are allowed to access the school wireless
infernet nebwork for school-related infernet use within the framework of the acceplable use policy. All such use is
monifored.

Home devices for vulnerable pupils / from the D(E scheme may be issued to some pupils. It devices are to be taken
home, they will be confiqured with sugricient parental conlrols to ensure that children can only access required
applicalions.

All stagp who work directly with children should leave their mobile phones on silent and only use them in privake stagy
areas during school hours. See also the Digital images and video section on and Data protection and daka security
section. Child/stafs dakta should never be downloaded onto o private phone.

Volunleers, conlraclors, governors can access the quest wireless network buk have no access to networked files/drives,
subject to the acceptable use policy. All internet ragfic is monitored.

Parents huve no access Lo er school neMork or wireless inkernek on Personal devices. /\ll inkernek Lraffic is monitored.

OHter Key Documen}s

This PolicH has been written in line with other |<e5 documents as oullined below.

o vk W E

Shipton Be”inger Primar3 School Sacial Media Guide
Child Profection Policy
Safeguarding PolicH
Behaviour Policy / Anki-Bullying Policy
SLQH_‘ Code of Conduct
Accepkable Use Policies (AUPs) for.
o Pupils KSI /K52 /
o} Staff, Volunkeers Governors

o Parents
Working |:09eHler lo safeguo,rd chi[dren (DfE)

Sexual violence and sexual harassmen} beMeen children in SChOOlrS and coueges (D]:E OdViCG)

9. Sexhng guidance from UKCIS

©) Overview I.'OY' 0“ SLGH,'

@) FU” guidance JIOT‘ SChOO[ DSI_S

10. Prevent DU,}H Guidonce JIOT‘ SChOOlS (DfE and Home OHJCG documenl?s)

11. Prevenhng ond kackling buHHing (DfE)

12. Cﬂber buHHingz advice for headkeachers and schoo[ sloff (DfE) - find Hmis al buugmg.lgg[nef
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