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ELM GROVE PRIMARY SCHOOL
E SAFETY POLICY

FOR ALL MEMBERS OF THE SCHOOL COMMUNITY

1. Policy Statement

This policy is to provide clear guidelines, expectations and protection for all members of school,
staff and pupils alike, in the use of the Internet and the school’s virtual learning platform. The
ICT co-ordinator is the appointed e-Safety Co-ordinator. If necessary, the e-Safety co-ordinator
will report to the Designated Child Protection and PSHE Co-ordinator where the roles overlap.
EIm Grove School’s e-Safety Policy has been written by the school, building on the Brighton
and Hove model e-Safety Policy and government guidance. It has been agreed by the senior
management and approved by governors. The e-Safety Policy and its implementation will be
reviewed annually. A copy will be kept in the policies folder on the school intranet and on the
parents and e-Safety section of the school website. All members of staff will be made aware of
the policy and will be expected to be familiar with it.

2. Teaching and Learning

2.1 Theimportance of Internet use

e The purpose of Internet and VLE use in school is to raise educational standards, to promote
pupil achievement, to promote pupil responsibility in keeping themselves safe in
cyberspace, to support the professional work of staff and to enhance the school’s
management functions.

2.2 Internet use is part of the statutory curriculum and a necessary tool for learning

e Internet and VLE access is available for all students and staff providing they show a
responsible and mature approach to its use. It can be withdrawn if and when misused.

e The Internet and VLE is an essential element in 21st century life for education, business and
social interaction. The school has a duty to provide students and staff with quality Internet
access and VLE as part of their learning experience.

e Pupils use the Internet widely outside school and will need to learn how to evaluate Internet
information and to take responsibility of their own safety and security.

2.3 Benefits of the Internet to education
Benefits of using the Internet in education include:

e access to world-wide educational resources including museums and art galleries;
e inclusion in the National Education Network which connects all UK schools;

e educational and cultural exchanges between pupils world-wide;

e vocational, social and leisure use in libraries, clubs and at home;
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2.5

3.1

access to experts in many fields for pupils and staff;

professional development for staff through access to national developments, educational
materials and effective curriculum practice;

collaboration across support services and professional associations;
exchange of curriculum and administration data with BHCC and DFE;
access to learning wherever and whenever convenient.

Using the Internet to enhance learning

Pupils will be taught what Internet use is acceptable and what is not and given clear
objectives for Internet use.

Internet access will be planned to enrich and extend learning activities. Access levels will be
reviewed to reflect the curriculum requirements and age of pupils. For example, older
children will be given more opportunity to select appropriate websites for their learning
whereas younger children may be given a selected choice or a given website.

Staff should guide pupils in on-line activities that will support the learning outcomes planned
for the pupils’ age and maturity.

Pupils will be educated in the effective use of the Internet in research, including the skills of
knowledge location, retrieval and evaluation. The Rising Stars scheme used by the school
gives clear guidelines and expectations for each year group.

Evaluation of Internet content

The schools will ensure that the copying and subsequent use of Internet derived materials
by staff and pupils complies with copyright law.

As they progress through the school, pupils should be taught to be critically aware of the
materials they read and shown how to validate information before accepting its accuracy.
Pupils will be taught to consider the plausibility of websites.

As they progress through the school, pupils will be taught to respect copyright when using
Internet material in their own work.

Pupils will be made aware that if they unintentionally come across inappropriate content,
they should minimise the screen and report it their class teacher or adult in charge at that
time. The e-Safety co-ordinator should be informed either verbally and via email with the
URL of the website.

Managing Information Systems

Information system security
Security strategies will be discussed with the Schools ICT Support team regularly.

The schools server will be backed up to an offsite location each night and yearly warranty
will be purchased.

Anti-Virus protection will be updated regularly by the Schools ICT team. Staff with school
laptops will have anti-virus protection installed by the School’s ICT technician which will
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3.3

update at home if it is connected to the Internet. If not connected to the Internet, then staff
will need to log on to their laptop at school to update on a regularly basis.

The security of individual staff and pupil accounts will be reviewed regularly. Both staff and
pupils must be informed of the importance of not sharing passwords.

The administrator account password will be changed if it becomes known.

Computers (including mobile devices) may not be connected to the school network both
physically or wirelessly without specific permission

Personal data sent over the Internet will be encrypted or otherwise secured.
Portable media may not used without specific permission followed by a virus check.

Unapproved system utilities and executable files will not be allowed in pupils’ work areas or
attached to e-mail.

Files will not be moved or removed from a shared folder without specific permission
Personal data will not be stored on school servers without specific permission.
Software will not be installed/removed from computers without specific permission
The ICT co-ordinator / network manager will review system capacity regularly.

E-mail/VLE Messaging

Pupils may only use approved school e-mail accounts or VLE messaging in school.

Pupils must immediately tell their class teacher if they receive offensive e-mail or VLE
messages. The class teacher will use professional judgement to decide if the e-Safety co-
ordinator needs to be informed. Likewise, if staff receive any inappropriate or offensive e-
mail or VLE messages, it must be reported to the e-Safety co-ordinator. Any racist, sexist or
homophobic comments will be dealt with in accordance to the school’'s PSHE policy and
logged in the school’s e-Safety log held on the school network.

Pupils must not reveal personal details of themselves or others in e-mail communication, or
arrange to meet anyone without specific permission.

Whole-class or group e-mail addresses should be used in primary schools.
Access in school to external personal e-mail accounts may be blocked.
Excessive social e-mail use can interfere with learning and may be restricted.

E-mail sent to external organisations by pupils should be written carefully and authorised
before sending, in the same way as a letter written on school headed paper.

E-mail sent to external organisations that are work related must originate from a school e-
mail address.

The forwarding of chain letters is not permitted.

Management of published content

The contact details on the website should be the school address, e-mail and telephone
number. Staff or pupils’ personal information must not be published.

E-mail addresses should be published carefully, to avoid spam harvesting.

The head teacher will take overall editorial responsibility and ensure that content is accurate
and appropriate.

The website should comply with the school’s guidelines for publications including respect for
intellectual property rights and copyright.
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3.4

Publishing of pupil/staff images

Pupils also need to be taught the reasons for caution in publishing personal information and images
in social publishing sites.

3.5

Images that include pupils will be selected carefully and will not enable individual pupils to
be clearly identified by name in the public section of the school website.

Pupils’ full names will not be used anywhere on the website, particularly in association with
photographs. Surnames will be removed from school newsletters and any other relevant
letters before being published on the school website.

Written permission from parents or carers will be obtained before images of pupils are
electronically published by the school.

Written permission from the school should be obtained before pupils or parents/carers
publish images taken from the school website or of school events.

Work can only be published with the permission of the pupil and parents.
No images of staff will be published on the public pages of the school website.

Photo consent will be sent out yearly as part of the Renewing Contact Details form
procedure. Reception parents and new parents/pupils will be given a photo consent form on
entry to the school.

Management of social networking and personal publishing

Examples include: Facebook, blogs, wikis, MySpace, Bebo, Piczo, Snapchat, Windows Live Spaces,
MSN space, forums, bulletin boards, multi-player online gaming, chatrooms, instant messenger,
Twitter and many others.

The school will block/filter access to social networking sites in accordance with the Schools
ICT Support Teams guidance and filtering system.

Pupils will be advised never to give out personal details of any kind which may identify them
and / or their location. Examples would include real name, address, mobile or landline
phone numbers, school attended, e-mail addresses, full names of friends, specific interests
and clubs etc.

Pupils should be advised not to place personal photos on any social network space
including their VLE homepage. They should consider how public the information is and
consider using private areas. Advice should be given regarding background detail in a
photograph which could identify the student or his/her location eg. house number, street
name or school.

Teachers’ official blogs or wikis should be password protected and run from the school
website. Teachers should be advised not to run social network spaces for student use on a
personal basis.

Pupils should be advised on security and encouraged to set passwords, deny access to
unknown individuals and instructed how to block unwanted communications. Students
should be encouraged to invite known friends only and deny access to others.

Should staff became aware of pupil(s) using social networking sites that are not age
appropriate, they should remind the pupil(s) of this and advise them on how to keep safe.
Parents may be contacted if they are any concerns.
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3.6

3.7

If staff are approached online by pupils (or former pupils for at least 6 years after they have
left the school) for “friend requests”, they should be declined and if possible the pupil
informed in person that it is not school policy. Possible exceptions will be if there is a family
connection or family friends. Staff need to be aware of the age restrictions of individual
social networking sites.

Staff must ensure, for their own protection and privacy that any security permissions for
social networking sites are set so pupils cannot access them.

Pupils/staff should be advised to consider carefully before publishing specific and detailed
private thoughts.

Web Filtering

The school will work with BHCC Schools ICT to ensure that systems to protect pupils are
reviewed and improved.

If staff or pupils discover unsuitable sites, the URL must be reported to the e-Safety Co-
ordinator. Depending on the nature of the site, the school’s Child Protection Officer may also
be informed.

Senior staff will ensure that regular checks are made to ensure that the filtering methods
selected are appropriate, effective and reasonable.

Any material that the school believes is illegal must be reported to appropriate agencies.

The school’s filtering strategy will be designed by educators to suit the age and curriculum
requirements of the pupils, advised by BHCC Schools ICT.

Sometimes acceptable educational websites are blocked. If you need to use such a website,
contact the e-Safety co-ordinator with the URL who will, in turn, inform School’s ICT. The
website will be evaluated and if considered safe it will be unblocked. This can take up to 48
hours.

We will have access soon towards our own in-house filtering so we have access to
YouTube and internet images. This has to coincide with all teachers and TA’s to lock
their computer at all times when leaving the classroom.

Video conferencing

Currently, no videoing conference is taking part in school. This section will be review if it does take

place.

3.8

Emerging Technologies

Emerging technologies will be examined for educational benefit and a risk assessment will
be carried out before use in school is allowed.

Staff mobile phones should be on silent or turned off for during lesson time.
Teaching Staff have access to the Teacher2Parent texting system.

Year 6 pupils are allowed to bring mobile phones into school. These are handed into the
office before school and collected after school.
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4

4.1

4.2

4.3

Protection of personal data

Personal data will be recorded, processed, transferred and made available according to the
Data Protection Act 1998 and will comply with the new general data protection regulation
2018.

Policy Decisions

Authorisation to use the Internet

The school will maintain a current record of all staff and pupils who are granted access to
the school’s electronic communications.

All staff must read and sign the staff ‘Acceptable Use Policy’.

At Foundation Stage and Year 1 access to the Internet will mainly be by adult demonstration
with occasional directly supervised access to specific, approved on-line materials or with
carefully guided free choice.

Parents and pupils will be asked to sign and return a consent form and Acceptable Use
Policy (see Appendix 2) for pupil access in Year 2 onwards. This will be carried out at the
beginning of Year 2 as part of “Learning to Learn”. Year 2 class teachers will be responsible
for sending out and collecting the signed AUP before handing in a complete class set to the
e-Safety co-ordinator. Any outstanding AUPs will need to be followed up by the class
teacher and e-Safety co-ordinator.

All new pupils and parents to the school will need to sign and return a consent form and
AUP before their child is given access to the school network and learning platform.

Parents will be informed that pupils will be provided with supervised Internet access.

Risk Assessment

The school will take all reasonable precautions to ensure that users access only appropriate
material. However, due to the global and connected nature of Internet content, it is not
possible to guarantee that access to unsuitable material will never occur via a school
computer. Neither the school nor BHCC can accept liability for the material accessed, or any
consequences resulting from Internet use.

The use of computer systems without permission or for inappropriate purposes could
constitute a criminal offence under the Computer Misuse Act 1990.

Methods to identify, assess and minimise risks will be reviewed regularly.

E-safety complaints procedure

Complaints of Internet misuse will be dealt with by the class teacher, e-Safety Co-ordinator
and senior member of staff.

Any complaint about staff misuse must be referred to the head teacher.
Pupils and parents will be informed of the complaints procedure.
Parents and pupils will need to work in partnership with staff to resolve issues.
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e Discussions will be held with the local Police School Liaison Officer and contacts at BHCC
Schools ICT to establish procedures for handling potentially illegal issues.

e Sanctions within the school e-Safety policy include:

- ensuring a detailed record of the incident and any follow up is put in the school’s e-
Safety log held on the Intranet

- interview/counselling by class teacher, e-Safety co-ordinator and a senior member
of staff as appropriate;

= informing parents or carers;
= removal of Internet or computer access or suspension from the learning platform.
for a given period.

44 Community use
e The school will liaise with local organisations to establish a common approach to e-safety.

e The school will be sensitive to Internet related issues experienced by pupils out of school,
e.g. social networking sites, and offer appropriate advice.

5 Communications Policy

5.1 Policy introduction

The suggested pupil and parent agreement form should be attached to a copy of the e-Safety rules
appropriate to the age of the pupil.

Consideration must be given as to the curriculum place for teaching e-safety. If the opportunity
arises, the subject of e-Safety should be addressed in any curriculum area. However some discrete
teaching may be required if any issues arise.

Useful e-safety programmes include:
- Think U Know; (www.thinkuknow.co.uk/)
- Grid Club www.gridclub.com
- The BBC’s ChatGuide: www.bbc.co.uk/chatguide/

e E-Safety AUP will be posted in rooms with Internet access.
e Pupils will be informed that network and Internet use will be monitored.

e An e-safety training programme will be introduced to raise the awareness and
importance of safe and responsible internet use.

e Instruction in responsible and safe use should precede Internet access.

e An e-safety module will be included in the PSHE and ICT programmes covering both
school and home use.
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5.2

5.3

6

Staff sharing of e-safety policy

All staff will be given the School e-Safety Policy and its application and importance
explained.

Staff should be aware that Internet traffic can be monitored and traced to the individual user.
Discretion and professional conduct is essential.

Staff that manage filtering systems or monitor ICT use will be supervised by senior
management and have clear procedures for reporting issues.

Staff training in safe and responsible Internet use and on the school e-Safety Policy will be
provided as required by ICT co-ordinator or ICT consultant.

Parental involvement

Parents’ attention will be drawn to the school’'s e-Safety Policy in newsletters, the school
brochure and on the school website. There will be a dedicated page to e-Safety on the
school’'s website.

Internet issues will be handled sensitively, and parents will be advised accordingly.

A partnership approach with parents will be encouraged. This could include parent evenings
with demonstrations and suggestions for safe home Internet use.

E-Safety Contacts and References

BBC Chat Guide
http://www.bbc.co.uk/chatquide/

Becta

http://www.becta.org.uk/schools/esafety

Childline
http://www.childline.org.uk/

Childnet
http://www.childnet-int.org

Kidsmart
http://www.kidsmart.org.uk

Digizen
http://www.digizen.org/cyberbullying/film.aspx

Child Exploitation & Online Protection Centre
http://www.ceop.gov.uk

e-Safety in Schools
http://www.clusterweb.org.uk?esafety

Grid Club and the Cyber Cafe
http://www.gridclub.com

Internet Watch Foundation
http://www.iwf.org.uk/

Internet Safety Zone
http://www.internetsafetyzone.com/

Kidsmart
http://www.kidsmart.org.uk/

NCH — The Children’s Charity
http://www.nch.org.uk/information/index.php?i=209
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NSPCC
http://www.nspcc.org.uk/html/home/needadvice/needadvice.htm
Stop Text Bully

www.stoptextbully.com

Think U Know website

http://www.thinkuknow.co.uk/
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Elm Grove’s Acceptable Use Agreement: Staff, Governors and Visitors.

Staff, Governor and Visitor
Acceptable Use Agreement / Code of Conduct
ICT (including data) and the related technologies such as e-mail, the internet and mobile
devices are an expected part of our daily working life in school. This policy is designed to
ensure that all staff are aware of their professional responsibilities when using any form of
ICT. All staff are expected to sign this policy and adhere at all times to its contents. Any
concerns or clarification should be discussed with Mrs Willard

> | will only use the school’s email / Internet / Intranet / Learning Platform and any related
technologies for professional purposes or for uses deemed acceptable by the Head or
Governing Body

> | will comply with the ICT system security and not disclose any passwords provided to me by
the school or other related authorities

> | will ensure that all electronic communications with pupils and staff are compatible with my
professional role

> | will not give out my own personal details, such as mobile phone number, personal e-mail
address, personal Twitter account, or any other social media link, to pupils

> | will only use the approved, secure e-mail system(s) for any school business

> | will ensure that personal data (such as data held on MIS software) is kept secure and is used
appropriately, whether in school, taken off the school premises or accessed remotely.
Personal data can only be taken out of school or accessed remotely when authorised by the
Head or Governing Body. Personal or sensitive data taken off site must be encrypted, e.g on a
password secured laptop or memory stick

> | will not install any hardware or software without permission of Head teacher or ICT
coordinator

> | will not browse, download, upload or distribute any material that could be considered
offensive, illegal or discriminatory

> Images of pupils and/ or staff will only be taken, stored and used for professional purposes in
line with school policy and with written consent of the parent, carer or staff member

> Images will not be distributed outside the school network without the permission of the parent/
carer, member of staff or Headteacher

» | will support the school approach to online safety and not deliberately upload or add any images,
video, sounds or text that could upset any member of the school community

» lunderstand that all my use of the Internet and other related technologies can be monitored and
logged and can be made available, on request, to my Line Manager or Headteacher. | will
respect copyright and intellectual property rights

» | will ensure that my online activity, both in school and outside school, will not bring the school,
my professional role or that of others into disrepute

> | will support and promote the school’s e-Safety and Data Security policies and help pupils to
be safe and responsible in their use of ICT and related technologies

> | will make sure that | keep my computer locked when | am not in the classroom.

User Signature
| agree to follow this code of conduct and to support the safe and secure use of ICT throughout the school
Signature ......cooooiiiii Date ....cooovviviiiien.

FUullName .. ..o (PTNEEA)

JOD HItlE .o
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Appendix 2

% Elm Grove Primary School %

Rules for Responsible Computer Use

The school has computers and laptops with Internet access to help your learning. These rules
will keep you safe and help us be fair to others.

e | will only access the system with my own login and password.

| will not access other people's files or try to log on using anyone else’s password;

| will use the computers for school work during lesson time;

| will not bring in memory sticks or discs from outside school unless | have been given
permission and they have been checked by a member of staff for viruses;

e | will ask permission from a member of staff before using the Internet;
e | will only E-mail people | know, or my teacher has approved;
e The messages | send will be polite and responsible;

e | will not give my home address or telephone number, nor arrange to meet someone,
unless my parent, carer or teacher has given permission;

e | will report any unpleasant material or messages sent to me. | understand this report
would be confidential and would help protect other pupils and myself;

e | understand that the school may check my computer files, may monitor the Internet
sites | visit and may check my messages; | will use the Internet responsibly.

e | will be responsible for my behaviour when using ICT because | know that these
rules are to keep me safe

e | will support the school approach to online safety and not deliberately upload or
add any images, video, sounds or text that could upset any member of the school
community

e | know that my use of ICT can be checked and my parent/carer contacted if a
member of school staff is concerned about my safety

Dear Parents/Carers
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Responsible Use of Computers and Internet

As your child progresses through the school, they will have increased access to the
Internet, have their own school email address and have access to our Learning Platform.

Please could you take some time to read through and discuss the ‘Rules for Responsible
Computer Use’ with your child before both a parent and child sign the form and return it to
the class teacher.

We take e-safety very seriously and are mindful of the problems there are with children
gaining access to undesirable materials. We have taken steps, along with the Local
Education Authority, to deal with this. Our Internet access is supplied by Brighton & Hove
City Council and it has a highly effective, built in filtering system that restricts access to
sites containing inappropriate content. All our screens are in public view and normally an

adult is present to supervise. No system is perfect, however, and you should be aware
that it is not possible to remove entirely the risk of finding unsuitable material.

Regards
Mr Perry

ICT Co-ordinator

Child's Name.........c.cooiiiiiiiiie Class.........
By signing this we agree to the Rules of Responsible Computer Use

Signed by Child........coiii

Signed by Parent....... ...
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