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Rationale

As a primary school working with owr local, national and interational communities,
ICT/Computing in the 21st Century is seen as an essential resource to support leaming and
and adults. Consequently, schools need to build in the use of these technologies in order to
arm ouwr young people with the skills to- access life-long learning and employment.
Information and Communications Technology covers a wide range of resowrces including
weh hased and mohile learning. It is also important to recognise the constant and fast paced
evolution of ICT within our sotiety as a whole. Cwrently the internet technologies children
and young people are using hoth inside and outside of the classroom include:

e Webhsites

e Leamning Platforms and Virtual Learning Environments

e Email and Instant Messaging

e Chat Rooms and Social Networking

e Blogs and Wikis

e Podcasting

¢ Video Broudcasting

e Music Downlouding

e Gaming Mohile/ Smart phones with text, video and/ or web functionality

e Other mohile devices with weh functionality
Whilst exciting and beneficial both in and out of the context of education, much ICT,
particularly webh-based resowrces, are not consistently policed. All users need to be awwre of
the range of risks associated with the use of these Internet technologies. At Stocks Lane
Primary School, we understand the responsibility to educate owr pupils on E-Safety issues;
teaching them the appropriate behaviowrs and critical thinking skills to enable them to
remain hoth safe and legal when using the intemet and related technologies, in and heyond
the context of the classroom.

Both this policy and the School ICT, Communications Systems and Acceptable Use policy (for
all staff, governors, visitors and pupils) are inclusive of hoth fixed and mohile internet;
technologies provided by the school (such as PCs, laptops, Ipads, webcams, whitebhoards,
digital video equipment, etc); and technologies owned by pupils and staff, but brought onto
school premises (such as laptops, mohile phones, camera phones, and portable media
players, etc).

Roles and Responsihilities

As E-Safety is an important aspect of strategic leadership within the school, the Governing
Body have ultimate responsihility to enswre that the policy and proctices are embedded and
monitored.

This responsibility is delegated to the Headteacher. Any extro permission given by the
Headteacher must be recorded (e.qg. memos, minutes from meetings) in order to be vulid. The
Designated Safequarding Leads (DSLs) and Computing Coordinator have the responsibility of
heen made aware of the implication this has. It is the role of these members of staff to keep
abreast of current issues and guidance through organisations such as the LA, Becta, CEOP



(Child Exploitation and Online Protection), Childnet and Local Authority Safequarding
Children Bourd.

This policy, supported by the school's acceptable use agreements for staff, governors, visitors
and pupils (appendices), is to protect the interests and safety of the whole school
community. It is linked to the following mandatory school policies: Child Protection
(including Keeping Children Safe in Education Sept 2024), Health and Safety, Social
Networking policy, Home~School agreements, Safequarding policy and Trouma Informed,
attachment Aware Positive Behaviowr (including the Anti-Bullying) policy.

E-Safety skills development for staff

e Our staff receive reqular information and training on E-Safety issues in the form of
full staff meetings, The National College and via memos.

e New staff receive information on the school's ICT, Communications system and
Acceptable Use policy and The use of Social Networking guidance as part of their
induction through their staff handhooks.

o Al staff have heen made awwre of individual responsibilities relating to the
safequarding of children within the context of E-Safety and know what to do in the
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curriculum areas.

Communicating the school E-Safety messages
e E-Safety rules will he discussed with the pupils at the start of each year and our
Computing Charter will be signed by staff and pupils (see appendix)
e Pupils will be informed that network and Internet use will he monitored.
e E-Safety posters will he prominently displayed in all classrooms.
E-Safety in the Cwrriculum

ICT and online resowrces are increasingly used across the curriculum. We helieve it is
essential for E-Safety guidance to be given to the pupils on a reqular and meaningful basis.
E-Safety is embedded within our curriculum and we continually look for new opportunities to
promote E-Safety.

We regularly monitor and assess owr pupils’ understanding of E-Safety.

e The school provides opportunities within a range of cwrriculum areas and discrete
Computing lessons to teach ahout E-Safety (in accordance with the medium term
planning).

e Educating pupils on the dangers of technologies that mayhe encountered outside

e Pupils are aware of the relevant legislation when using the intemet such as data
serves to protect them.

e Pupils are taught ahout copyright and respecting other people’s information, images,
etc through discussion, modelling and, activities.



e Pupils are also aware of where to seek advice or help if they experience problems
when using the internet and related technoloyies i.e: parent/ carer, teacher/ trusted
staff memhber.

e Pupils are taught to critically evaluate materials and learn good searching skills
through cross cwrricular teacher models, discussions and, via the ICT cwrriculum.

Password Security

Password security is essential for staff, particularly as they are able to access and use pupil
data. All teaching staff are provided with a shared and a personal Google Drive to store all
their files on and, the only USB device permitted is the Merilock key to access CPOMs (DSL &
DDSL’s only). Our IT provider issues usemames and logins to staff to- access the school
system, the passwords must be; 16 charucters with a mixture of uppercase and special
characters, these are updated every 365 days.

Data Security

The accessing and appropriate use of school data is something that the school takes very
is determined by the Headteacher. Data can only be accessed and used on school computers
school/pupil data.

Managing the Intermet

The internet is an open communication medium, avuailable to all, at all times. Anyone can
invaluable resowrce for education, business and social interaction, as well as a potential risk
to young and vulnerahble people. Whenever any inappropriate use is detected it will he
followed up.

o All staff must read and agree to the ‘School ICT, Communications Systems and
Acceptable Use policy’ and the ‘Use of Social networking guidance hefore using any
school ICT resource.

e AtKey Stage 1, access to the Internet will he by adult demonstration with occasional
directly supervised access to specific, approved on-line materials.

o Staff will preview any recommended. sites hefore use.

e Raw image searches are discournged when working with pupils.

e If Internet research is set for homework, specific sites will he suggested that have
previously been checked by the teacher. It is advised that parents recheck these sites
and supervise this work. Parents will be advised to supervise any further research.

e Al users must ohserve software copyright at all times. It is illegal to copy or
distribute school software or illegal software from other sources.

e All users must ohserve copyright of materials from electronic resources.



Infrastructwre

e School internet access is controlled through the LA's web filtering service.

e Ourschool also employs some additional web filtering and monitoring.

e Staff and pupils are aware that school-based email and internet activity can be
monitored and explored further if required.

e If staff or pupils discover an unsuitable site, the screen must be switched off/ closed
E-Safety coordinator.

e It is the responsihility of the school, by delegation to the technical support; to ensure
that Anti-virus protection is installed and kept up-to-date on all school machines.

e Pupils and staff are not permitted to- download programs or files on school based

e If there are any issues related to viruses or anti-virus software, the Computing

Managing Intemet & other Weh technoloyies

The Intemet, including social networking sites, if used responsibly bhoth outside and
within an educational context can provide easy to use, creative, collaborative and free
facilities. However, it is important to recognise that there are issues regarding the
appropriateness of some content, contact, culture and commercialism. To this end, we
encowruge owr pupils to think carefully about the way that information can be added
and removed by all users, including themselves, from these sites.

e The school denies access to sotial networking sites such as Facehook to pupils within
school.

e There should be no communication hetween staff and pupils through social
networking sites such as Facehook in or out of school hours.

e All pupils are advised to he cautious about the information given by others on sites,
for example users not heing who they say they are.

e Pupils are taught to avoid placing images of themselves (or details within images
that could give background details) on such sites and to- consider the appropriateness
of any images they post due to the difficulty of removing an image once online.

e Pupils are ablways reminded to avoid giving out personal details on such sites which
may identify them or where they are (full name, address, mohile/ home phone
numbers, school details, IM/ email address, specific hobhies/ interests).

e Our pupils are asked to report any incidents of bullying to the school.

e Stoff may only create bloys, wikis or other weh 2 spaces in order to communicate
with pupils using the LA Learning Platform or other systems approved by the
Headteacher.



Mothile technoloyies

Many emerging technologies offer new opportunities for teaching and learming including a
move towwrds personalised learning and 1:1 device ownership for children and young people.
They often provide a collaborutive, well-known device with possible internet access and thus
technologies will be examined for educational henefit and the risk assessed before use in
school is allowed. Our school chooses to manage the use of these devices in the following
wuys so that users exploit them appropriately.

Personal Mohile devices (including phones)

use. Under no circumstances does the school allow a member of staff to contact a
pupil or parent/ carer using their personal device.

Pupils are not allowed to bring personal mohile devices/phones to school unless given
permission hy the teacher in Acer and Oak classes if they wulk home alone. The
device will he kept switched, off in the teacher’s desk.

The school is not responsible for the loss, damage or theft of any personal mohile
device.

The sending of inappropriate text messages between any member of the school
community is not allowed.

Users bringing personal devices into school must ensure there is no inappropriate or
illegal content on the device.

Managing email

The use of email is an essential means of communication for hoth staff and pupils.
Educationally, email can offer significant henefits including: direct written contact
hetween schools on different projects, be they staff based or pupil based, within
school or internationally. We recognise that pupils need to understand how to style
an email in relation to their age and good ‘netiquette’.

The school gives all staff and governors their own email (Stockslane.org) account to
use for all school business. This is to minimise the risk of receiving unsolicited or

It is the responsihility of each account holder to keep the password secure. This
should be the account that is used for all school business.

Under no circumstances should staff contact pupils, parents or conduct any school
E-mails sent to- an external organisation should be written carefully before sending, in
the same way as a letter written on school headed paper.

All e-mail users are expected to adhere to the generally accepted rules of network
etiquette particularly in relation to the use of appropriate language and not revealing



any personal details abhout themselves or others in email communication, or
e Pupils must immediately tell a teacher/ trusted adult if they receive an offensive
email.
e Staff must inform the Computing Coordinator if they receive an offensive email.
e Pupils are introduced to email as part of the Computing Scheme of Work at Year 3.

Safe Use of Images
Taking of Images and Film

Digital images are easy to capture, reproduce and publish and, therefore, misused. We must
remember that it is not always appropriate to take or store images of any member of the
appropriateness.
e With the written consent of parents (on hehalf of pupils) and staff, the school permits
e Staff are not permitted to- use personal digital equipment, such as mohile phones and
e Pupils are not permitted to use personal digital equipment, including mohile phones
and camerus, to record images of others, this includes when on school trips.
e  With the consent of the class teacher, pupils are permitted to take digital cameras
from school to record images and can download these images on the school network.

Puhlishing pupil's images and work
On a child’s entry to the school, all parents/carers will be asked to give permission to use
their child’'s work/photos in the following ways:
e On the school web site and Classdojo
e Inthe school prospectus and other printed publications that the school may produce
for promotional purposes (newsletter)
e Recorded/ trunsmitted on a video or wehcam
e Indisplay material that may he used in the school's communal areas
e Indisplay material that may be used in external areas, i.e. exhibition promoting the
school
e Generul media appearances, e.g. local/ national media/ press releases sent to the
press highlighting an activity (sent using traditional methods or electronically)
This consent form is considered vulid for the entire period that the child, attends this school
unless there is a change in the child’s circumstances where consent could be an issue, e.g.
divorce of parents, custody issues, etc.

Parents/ carers may withdraw permission, in writing, at any time.
Pupils’ full names will not he published alongside their image and vice versa. Email and,



Before posting pupils’ work on the Internet, a check needs to he made to ensure that
permission has heen given for work to- be displayed.

Storuge of Images
Images/ films of children are stored on the school's network.

e Pupils and staff are not permitted to- use personal portable media for storuge of
images without the express permission of the Headteacher.

e Rights of access to this material are restricted to the teaching staff and pupils within
the confines of the school network/ Learning Platform.

¢ Teaching staff have the responsihility of deleting the images when they are no longer
required, or when the pupil has left the school.

Misuse and Infringements

Comalaint

Complaints relating to E-Safety should he made to the Computing Coordinator or the
Headteacher. All incidents will be logged and followed up. Complaints of @ child protection
reported to the Designated Safequarding Lead (DSL) or the Designated Deputy Safequarding
Lead (DDSL). All information of incidents must be recorded on CPOMS. Pupils and parents
Inappropriate material

Each week a security report from the LA is sent to the Headteacher and Deputy Headteacher
indicating any inappropriate activity. All users are awwre of the procedures for reporting
accidental access to inappropriate materials. The breach must be immediately reported to the
E-Safety co-ordinator. Deliberute access to inappropriate materials by any user will lead to
the incident being logged by the Computing Coordinator, depending on the seriousness of the
offence; investigation by the Headteacher/ LA, immediate suspension, possibly leading to
sanctions relating to the misuse or misconduct.

Equal Opportunities

Pupils with additional needs

The school endeavours to create a consistent message with parents for all pupils and this in
twn should aid establishment and future development of the schools’ E-Safety rules.
reminders, prompts and further explanation to reinforce their existing knowledge and,
understanding of E-Safety issues.

Where a pupil has poor social understanding, careful consideration is given to group
inteructions when raising awuwreness of E-Safety. Internet activities are planned and well
managed. for these children and young people.



Parental Involvement

We helieve that it is essential for parents/ carers to he fully involved with promoting E-Safety
hoth in and outside of school. We reqularly consult and discuss E-Safety with parents/
carers and, seek to promote a wide understanding of the henefits related to ICT and

e Parents/ carers are asked to read through and sign acceptable use agreements on
admission to school.
e Parents/ carers are required to- make a decision as to- whether they consent to images
of their child being taken/ used in the public domain (e.g on school wehbsite)
e The school disseminates information to parents relating to E-Safety where appropriate
in the form of:
Information sessions
Posters
Learning Platform postings
Links to further information
Newsletter items

Parents will he advised that the use of Social Network spaces outside of school is
inappropriate for primary aged pupil. Parents/carers are expected to reinforce the guidance

from school when using technologies at home. The school will not be responsible for
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