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E-Safety and, Acceptable Use Policy
Introduction

internet; or internet; services Jor daily tasks, making i an essential, element, iy our increasingly
technological, world: The internel and its applications have o profound, impact onv all; aspects: of
the importance of e~safety and, how to- apply i inv situations outside of school The Computing
Subject Leader is responsible for ensuring that: all, staff are awares of our E-Saflety, Policy and,
Scoper o the policy

schools ICT systems, both, onv and, off school premises. The Educations and Inspections Act 2006
school site: and, allows staff to- impose disciplinary measures for inappropriate behamiour: This is
outside the school but are connected, to- school membership. The 2011 Educations Act expanded,
inv accordance withs this policy and, the associated, Behamiour and, Anti-Bullying policies and, uwill
o school.
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. Policy Approvali Mrs. Kochy along withs the other Gosernors, must resiewr and,
approve the E-Safety Policy, ensuring it aligns with legal requirements and, best
practices.

2. Regular Reasiewr: She is responsible for the ongoing emaluation of the policy's

3. Safeguarding Oversighti As the Safeguarding gosernor, Mrs. Koch, ensures that
rsks:.

4. Monitoring Compliance: She oversees the adherence to- the policy, ensuring that

5. TMWMAWWMWKMMWGMMWMWWW&%M
undexstand&fh&nnolewmomtammga;so%eonlm&wummmb

Headteacher/Head; of School: (Mrs James)

-TMHMTWHM#SMW@W#M%MW%O}O&
nmxbmo}ﬂws&wobwnvmn@m&@rge—sa}efg/ Howener; the day-to-day
mponsibil@}o&@—samwdd@gat@dfofh@Compuhnng

- The Head: Teacher/Head o} School (Designated, Safeguarding Lead) and, other
WWWWWMWMM%ML}@W&
safety allegation is made against as staff member or pupil.
-TheHeadTead\mbegqumiibn&dwwe@and;ICT use v school which allows us
them, ultimately, fostering a, positive and, productive digitals learming erwironment; Jor all.
Heatherley Primary School Computing Lead: (Mr. Searv Kamanagh))
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- Ensures all stafl are informed, of the procedures to follow irv the exsents of arv e~safety
.

- Provides training and, adwmice to- staff.

- Collaborates withs school technical staff.

- Receinves reports of e-safety incidents and maintaine a log of these incidents to- guide
Juture e~safely demelopments. -

R@porbs: r\egulax\lg/’fo’d\@ Head Teqoher\/Heqd;qflSohooh

Child, Protection / Safeguarding Designated, Penson(s):
The Child Protection/Safeguarding Designated, Person(s) is/are trained, in e-safety issues
and, is/are aware of the, potential, for serious child, protection / safeguarding issues to
arise from

- sharing of personal data

- access to- inappropriate or legal, materials:

- inappropriate on-line contach with adults, strangens iny potential, o actual incidents of
grooming.

Technical, staff:

TMWW%WU\@MWICT andoompuhng,amr\espm&bl@
Jor ensuring:

e The school's technical, infrastructure s secure and protected against misuse or
o Access to the networks and, devices is restricted through o strictly enforced,




o Staying informed, about the latest e~safety, technical, information to- effectirely

. RWW#mmmmmmWfo

identifyy and, report; any, misuse or attempted misuse to-the Head, of School/Head,

irv school, policies.

Teaching and Support, Staff:

. Th@gm@i@mmu&b—dﬂi@m&&#&m}@mﬂﬁ@&m%m

school, online safetyy policyy and, procedures.

. TWWWMW%S@%AW@U%PWAW

(AUP).

o They report arwy, suspected misuse or problems to the Head, of School/Head,

Teachﬂ\/Computing,Load;}Ohmmesﬁgahomacﬂmonsancﬁom

. AUJdLgAtaLcormnwumb.mwwtﬂvpupd& parent&and;caner\s/ane/wﬂuoted/
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. Pupd&wxdastandwxda&mtoﬂwe—sa}eh&w@ampbableus&pohuw

plagiarism and, respecting copyright: regulations.

o In lessons where internet use is pre~planned, pupxl&ax\egmdzd/fooppx\opnuie

. A&WMWWW@W%MWM@

e Concerns to be Log,g,ed/orv CPOMS




Pupils:

Pupil Acceptable Use Policy.

respech copyrights laws.

- are expected to- be Jamiliar withs and, understand the, policies regarding the use of mobile

- should recognise the importance of practicing good, e-sofely when using digital technologies
outside of school, understanding that the schools E-Safety Policy extends to their actions
outside of school, i they pertair to- their association with the schools

Parents / Carers:

Parents and carers play a vital role iy ensuring their children use the internet; and,
website, and information about e~safety campaigns. We encourage parents and, carers to
gmddirm:

e Use of digital and, video images taken ab school events for example not sharing
. Amwmmqﬁmm
o Use of their children/'s personal devices within the school (wheres permitted).
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Heatherley Primany School s dedicated, to- embracing exsolming technology and, offening
our childrery a high quality computing curriculum as part of their educational journesy.
tools.

Internet usage s o crucial part of the curriculumy ands arv essentials learning tool Jor bothy
Joster- tmmediate lines. of communication, and inquiry:

Gmmmlmwmhawﬂgnotmmamymag@mm,wwmw
respontbly and) scfely.

Our Aims

The objective of this policy is to- guarantee that, children, possess the, necessary
knowledge and, competencies for bothy in-schoob ands out-of-school settings. Tt is
imperative that children hawe the chance to- denelop skills iry evaluating and, handling
potential risks independently. Equally crucial, ts providing staf} with consistent; E-Saflety
training and keeping them, updated, on curvents practices. Additionally, we haxe a
responsibilifyy to- our parents; offering annual, E-Safety workshops: and providing
immediate access to E-Saflety resources through our website:

As»sessing/ Risks

moiﬂmLom’dwemtexﬂebﬂﬁmugholeobd@dwm Schoobr\ecogmﬁwﬂfmbﬂf\mma;
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-Se/xi'ing
- Exposure to- offensinve / inappropriate materials

The school ICT operating systemv security, will, bes remiewed regulanly i order to
mirimalise poteni‘ial/ risks ocwmng/

Heatherley Primany school ts taking proactime measures to- minimize childrens excposure
to potentially harmful content online. Collaborating closely with the IT Support
company, the schoolis governing body and, Designated, Safeguarding Lead, (DSL) to
ensure the implementation of suitable filters' and, monitoring systems. The [iltering
software prosiders are affiliated; with the Internet Watchs Foundation, ensuring
compliance with, the: Children's Internet; Protections Act This software effectively blocks
access to- inappropriate webs content; including but nobt limited, to- terronismy child, sexcual
abuse, and, adult materials. Monitoring systems are inv place to- promptly notify the IT
support team of any flagged content. Additionally, where necessary, physical, monitoning
of childrery online activities s conducted. Regular checks of lltering and, monitoring
systems are performed, on o termly basis across vanious desices and, locations withir the
school premises. The schools ensures thab Jiltering aligns withs the needs o} its children,
considening their age and, other relemant factors, utilising resources such as the IWF's
URL list and, guidance from the: Home Office/Prenvent, Duty. Irv case of any concems
raised by the systems, appropriate actions are promptly taker by the IT support teamu
Ensuning online safety encompasses more thar just internet; use; i extends to all, wireless
webcams. Withs the growing accessibility of digital technology throughs these dewvices, its
cruciab to- acknowledge that safely concerns stem nob Jromv the, technology, itsel), bub Jromv
how its used: Consequently, educational institutions must ensure that: young individuals
securely. According to- Ofsted; technology presents limitless possibilities and, is
continually admancing, with, access becoming increasingly unisversal, and mobile. As




such, schools must be well-versed, inv the commony risks and, challenges associated, with

Risks for Children in the Digital Environment

Risk Categories Content Risks Conduct Risks Contact Risks Consumer Risks

. Privacy Risks (Interpersonal, Institutional & Commercial)
Cross-cutting . . .
Risks Advanced Technology Risks (e.g. Al, 10T, Predictive Analytics, Biometrics)
Risks on Health & Wellbeing

Hateful Content Hateful Hateful Encounters Marketing Risks

Behaviour

Harmful Content Harmful Harmful Encounters Commercial Profiling
Behaviour Risks

Risk lllegal Content Illegal Behaviour lllegal Encounters Financial Risks
Manifestations

Disinformation User-generated  Other Problematic Security Risks
Problematic Encounters
Behaviour

Abo«»eideni‘i}lwtheTheOECD msk&}o&ohddxmw’dwedxg«tabwmnmenb
Th@#C’sduse&}imﬂmo{&onh:szk&idmbwﬂwh

| Content: This refers to-the material that students may come across while using
the intermet. It includes inappropriate or harmful, content such, as wiolence;

2. Contact: Contact risks inmolve interactions withy other users online, including
needed.

3. Conduct: Conduch nisks pertain to students own behanviour online; including




ethical behariour iy all online interactions helps create as positinve and, inclusive
onlines enmironment.
4. Commenrcialismi Commercialism risks inmolie exposure to- admertising, marketing

Bgzad,d:\e/sfsing,fh@ll- C&—coni‘mwb,oonta@condud;andcommmolmﬁf}mgh

Communications

sefting;

e The schools official email; service s considered secure and is monitored: Users
o Ummw@bgw@g@mwmmmm%@mdwwm}o&
le offensire, discriminatony, threatening, or indicative of bullying to the Head, o

deooLOf\Head;Teach@mUwaccondonwmﬂvschoobpolW.Und@no
emails, social media interactions and chats) must maintairy a professional, tone
and content. Suchy communication should exclusivelyy occur on monitored school

o Throughout the school, uﬁwl&duwmbadd:mmuhhg@d, supplemented, by,
mdm@oLschoomeLadd:m}o&edumﬁmaLpunpom
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Emoil/, Webcamuseand;BLoggingz

Our staf) strictly adhere to- o code of conduct that: prohibits them from shaning personal
platforms, should be routed, throughs the schools office: for appropriate handling. We,

TMHwﬂw@PWu@&b@ombbw&mww&mbW@W
or passwords The Computing Lead oversees site monitoring, while staff members manage
their respective class pages. It is the responsibility of all; users to- ensure that; appropriate
content is uploaded. Should any inappropriate material: appear; t must be promptly,
reported, to the, Head, of School for appropriate action.

PWM@MWG&MOﬁﬂwAdmwSMPMMW

Teaching of E-safety

AtHeaﬂwaWPr\Unwy/, E—So}ebg;l&mtegxuted;mtoounoompuﬁngxmwhummalb

e The SMART code of conduct.

e Newer to disclose personal details.

e Nob to share passwords except with o teacher or parent/carer.
. Nottoengogejlmogba\—buuw.

e Nenerto agree to meet online acquaintances irv persors

o To visib only trusted and supervised websites.

o To assess the credibility of websites for relevant information.




o To promptly inform arv adult uporv encountering inappropriate content by closing
. ToWW@MW%MMW%m}&M@m@&

e To only accept friend requests from indismiduals they krnow- inv reals life.

. Tous@amai‘w\s/msfmd;o}pfa\sonol/prqfﬂm.

At Heatherley, Primary, we prionitises safety on socials networking, sites by, educating all
stakd'wlder\s,mdudmg,powﬂi'& aboubso{leusagepxud‘xm W@core{luﬂgsd@otand;

Every stafl member receives and, understands our comprehensine E-Safety policy, with
access to- ongoing, training. E-Safety, i integrated, into our curriculum, with safe internet
Mwwmﬂgdwplayedwdammandwﬂm@mn}mm V\/e/o,s,se/s&err\er\ging/
scanning. Personal datas handling complies with the Data, Protections Act, and, staf} are

materials are encrypted, and, stored, on the schools password-protected server. USB
protection.

Reporting ofs E-Safety Incidents

Al E-Safety incidents will be directed to- the: Computing Leads who will conduct
irwestigations and, document the incident; onn CPOMs (refer to- flowchart belows).
Subsequently, the incident will be reported, to- the, Class Teacher and/or the Child,
Protection/Safeguarding Lead, depending on its nature. Parents/Carers will receire




This policy s applicable to- the entires school community, including the Senior Leadership,
Teamy school Governors, staff, and, children. It aligns with other policies such as

SoJleg,wadin.g,, Behamiour, and Ani'i,-Bulbémgz.

dealing with online safety incidents:

Online Safety Incident
Flowchart
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General, Datas Protection Regulations (GDPR)

how we use children's personals information, please refer to- the Data Protection section



http://www.heatherleyprimaryschool.co.uk/

Parent/Carers consent Jormv and, E-Saflety Rules

At Heatherley Primary all pupils: wills harve access to the school's computer facilities
Curriculumu Bothy pupils and, their parents/carers are asked to sign to- showr that the e~
safely rules have been understoods and, agreed.

- As the parent; or legals guardiary of the abowe pupil, I hame read and, understood, the
and;oﬂqenCompuhng/Sdmw}adhﬁwabSchooh
-IMMWW/WM&WME—SGMAWMMW@W
of the school, E-Safety rules.

- We hare discussed this document; and, they, agree to follow the rules to support the
Schoolx

WWWMWWME-S%W
abhomand;uﬂll:m}omt}ws&wobqll hwewwmwmgc?ﬁld:’se—sa}ebgﬁ
applied.




Parents S’Lgnatw\e/: Date:

Pl@osecomplfieandmemmfoﬂ\@sd\oobq”ﬁw

BENAR

Pupd: Aoceptabl;e Use Agreement Pupd/ Accepinble Use Po&'oy/ Agreement- for
Wpupl& (Foundation/KS|)

SMART Rules:

*AW%WM@MmP@m&H@MWMWWw
tablets.
*OWWWWWwWWW@MwWWM
* Handle computer equipment; withy care and, respect.

* Dont hesitate to- ask for assistance from a teacher or responsible adult if uncertain

* Immediately report anything upsetting seen on the screen to- a teacher or responsible
adult.
*Ummmmmwwwwmww&@tw@w

Signed, (child):

Si.gxwd (pw\er\t)




BEISARE::
INTERNET]

Pupil, Acceptable Use: Agreement: Pupil, Acceptable Use Policy Agreement~ for Key
Stage Two School policy

Acceptable Use Agreements

SMART Rules:

We acknowledge the significant role of digital technologies such, as computers, tablets,
toa/sa}ewper\{mw.

For Personals Sc}ebd,:

o We understand thab the school may monitor our usage of systems; demices;, and,
digital, communications.

o We commit to- safeguarding our usernames and, passuords, refraining, from
shaning them or altempting to use others.

. W@Wm%gdmboﬁpo@mhul;%am‘ui@d;u&ﬂumhmmmm )

o We refrain Jromv disclosing personal information, suchy as names, addresses, or

o Inthe ement of arranging offline meetings with online acquaintances, we pledge
to- do- so- i public settings and, with the: accompaniment; of o trusted adultx

»  We undertake to- promptly report any encounter withy unpleasant: or inappropriate
content or messages online




Equal Rights and Responsibilities:

. W&newgniseﬂwedumhm@pwposeo{lschoobsgstﬂn&and;agmfousethm

. W&WMW&MWWWWWWMM

o We seek permission Jromv stafl before engaging in online gaming or video

»  We pledge to respect the works and, property of others, refraining from

. W&mbwmwmwﬁmw

»  We agree not to capture or distribute images of others without their consent.
W&pl@dg@forqgmtweqpxpmmbonsoﬁmmedﬂmag@o&}auﬁ&pxompﬂg

Internet Usog;e; Guidelines:

We acknouwledge the importance of seeking permission to- use others oniginal
«  We agree not to- download: copyrighted matenial, including music: and, videos.
. W@undensfand;fh@n@edﬁova%fh@mwojlm}omwahm}mmdonlm@

Amuntabihbg;:

We acknowledge our responsibility for our actions, boths withiny and outside
. Wewﬁmsmndﬂwbﬂwsdwobmﬂw@\btooddpes&madent&o}
ounassouahmuﬂﬂwﬂq@sd\oobcommumhé,
o We acknowledge that [ailure to- adhere to this agreement; may, results trv
disciplinary measures.




Puplli Acceptable Use: Agreement; Formi

I ccm{llmv’dqabl hﬂueneadundastoodgondogx%toooceptbgﬂ\@mlwouﬂmad;wt}w
Acceptable Use, Agreement.

Narme of Pupili Class:
Signed: Date:




